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ABSTRACT
Mobile devices are rapidly becoming a very popular and convenient means of delivering 
and consuming learning content worldwide. The rise in popularity is due in part to the 
technological advancements that mobile devices have made in recent years, along with 
developments in the online learning platforms and spaces that support mobile learning. Security 
concerns begin to arise regarding five areas in the mobile learning platform – the user, the mobile
device, the wireless connection, the learning management system, and the computer networks 
that support the processes and environments. These concerns surround the proper training, 
security methods and best practices, along with continual maintenance and updating of systems 
and procedures in each of these five categories. Without properly addressing any of these five 
areas security concerns, it opens the potential for attack on devices and systems, unauthorized 
access and/or copying of user data which may be protected under various federal, state, or local 
laws or statutes, and general system instability which does not support a secure mobile learning 
environment.
In this mixed methods study, research will be conducted at two research sites in
the Chicago area to collect survey data from students, faculty, learning management 
system administrators, and computer network administrators who use their mobile 
devices to access their learning content and from learning management administrators 
and network administrators who support the mobile learning environments at their sites.
The research will include online surveys. The data collected will be analyzed to help 
point towards answers in the question of security in a mobile learning environment that 
include sub-questions such as do students receive security awareness training, do 
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learning management system administrators take necessary steps to secure their mobile 
learning environments, and do network administrators take precautions to help ensure a 
secure mobile learning platform. This will provide information that will help determine 
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The subject of security within a mobile learning environment is becoming increasingly 
pressing as teaching and learning with the use of mobile devices proliferates. Consider 
that “Mobile eLearning revenue is projected to surpass $38 billion by the end of 2020.” 
(Supplygem, 2020) There are, in particular,  five areas that need to have deeper 
understanding – the user, the mobile device, the wireless network the mobile device 
connects to, the learning management system and the computer network that supports 
the mobile learning environment. "The security aspect of mobile learning is becoming 
increasingly important as more universities are deploying mobile technologies to 
complement their classroom learning delivery." (Shonola & Joy, 2014, p. 3333) Each of 
these areas has its own unique challenges and solutions that when found, will help to 
strengthen the mobile learning environment.
An online learning environment differs from a mobile learning environment in 
that an online learning environment is where a learner or instructor will login to their 
learning management system using a desktop computer in their home or school. In a 
mobile learning environment, users can use a variety of mobile devices, such as a 
mobile phone, a tablet, or a notebook, to access their learning management system. 
They can access their learning content from anywhere they can get a connection on their
mobile device, at anytime, allowing for a wider amount of ubiquitous accessibility 
opportunities.
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One of the largest threats to user privacy and security is the use of social media 
applications installed on mobile devices. Companies like Google track their users, including on 
mobile devices in a category that Google calls Device Information, and users might not be fully 
aware as to how far they track users. As noted in an article online in Wired “...but you might not 
realize just how far its tracking reach extents, into the places you go, the purchases you make, 
and much more.” (Nield, 2019) Regarding Google Classroom which is a free web platform for 
educational purposes, this is what Google requires from users and states in their terms of service 
agreement:
“G Suite for Education requires users create a Google Account which is created and 
managed by a school for use by students and educators. The terms state when creating this 
account, the school may provide Google with certain personal information about its students and
educators, which includes a user’s name, email address, and password in most cases, but could 
also include secondary email, phone, and address if the school chooses to provide that 
information. Google may also collect personal information directly from users of G Suite for 
Education accounts, such as telephone number, profile photo or other information they add to a 
G Suite for Education account.” (Common Sense Privacy Program, 2018)
This type and amount of information that Google collects from its Classroom users is something 
that needs understanding by the educators who use this platform before they agree to the terms 
of service, just to make sure they fully understand what data is being collected, by whom, and if 
that data is being sold to 3rd parties.
When a user installs a social media application, they agree to a terms of service or an end
user license agreement which in most cases allows the social media application to collect and 
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actively monitor various data stores and features on that mobile phone including pictures, 
documents, microphone and camera, for example. Social media companies have very complex 
methods of data collection and analysis from each user, which they sometimes sell to third 
parties. If a social media application(s) take and collect user information that is PII or FERPA 
protected without the user knowing, this could make up an illegal collection of PII and/or a 
FERPA protected data violation. FERPA is the Family Educational Rights Protection Act of 
1974, which governs the access to educational records and information of publicly funded 
academic institutions. It is difficult to tell exactly what information is really being collected, as 
social media companies will not fully disclose what they collect and how they analyze and use it.
The purpose of this research is to examine how each of the five elements of mobile learning can 
become more secure and how social media plays a role in mobile device security and the threats 
it poses.
1.2 Personal Background & Experience
My personal background and experience in securing a mobile learning platform exists on all five 
elements of the mobile learning platform–the learner, the mobile device, the wireless network, 
the learning management system, and the computer networks that host the Wi-Fi and learning 
management system. I have been a student who uses a mobile device to access my online 
learning, received training regarding mobile device security and awareness, and delivered 
training to students in the same subject field. As an information technology professional, I have 
configured mobile devices, wireless networks, and computer networks to support and enforce a 
certain level of security policy regarding mobile devices and wireless security. In terms of 
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learning management systems, I haven’t had experience in managing or configuring one, but I 
understand the concepts and requirements that require configuration to support security within 
the learning management system.
What drew me to this subject and research overall is my lifelong passion of computers,
learning, and security. When all three are combined and configured properly, the result can be 
a very secure means of delivering and consuming learning content. Unfortunately, there are 
many aspects of this equation that desperately need attention and support.
1.3 The Significance of this Topic and Why it Was Chosen
The significance of this topic lies in the fact that as mobile devices become more integrated into 
educational environments, their potential for breaches of privacy that might inadvertently or 
deliberately harm a student need attention. Threat types can arise from untrained users, 
unsecured mobile devices and networks, and viruses and malware.
Using social media applications can also pose a threat because they collect information 
from mobile devices, a lot of times without notifying the user about what types of information 
it is collecting. Within the mobile learning environment, there are data types such as metadata, 
PII, and FERPA protected data which require security to prevent unauthorized access or 
disclosure. FERPA or PII protected data that is disclosed to unauthorized parties can create 
potential legal issues. Security in a mobile learning environment should not be taken lightly or 
for granted at any level. Threats can come from many places, such as from known or unknown 
attackers that create viruses or directly attack systems and create serious issues. This research 
aims to uncover the threats to privacy that the use of mobile devices for educational purposes 
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might produce, in addition to proposing awareness as well as the ways in which mobile devices 
can function in more secure ways for instructors and learners.
1.4 Research Question & Sub-Questions
The qualitative method is an appropriate method for my research question which is "How can 
users, mobile devices,  wireless networks, learning management systems, and computer 
networks support a secure mobile learning environment?" It allows for the collection of data on 
the participants in their settings to determine and address the problem of security within a 
mobile learning environment. In addition, the data that is collected will also help to answer three
sub-research questions including do students receive security awareness training, do learning 
management system administrators take necessary steps to secure their mobile learning 
environments, and do network administrators take precautions to help ensure a secure mobile 
learning platform. This mixed methods research will include an illustrative case study of 
educational practices using mobile devices in two sites involved in this research.
1.5 Hypotheses
The hypotheses to this point includes:
1. Learners have often not received security awareness training regarding a mobile learning 
environment.
2. Mobile devices are unprotected and can present risk in terms of data security and privacy.
3. Wireless networks are mostly open and unsecured, not requiring the use of encryption or a 
VPN during a mobile learning session.
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4. Learning management systems are secured and encrypted, protecting user and course
data, though often they are not.
5. Computer networks are/can be secure, except for hosted Wi-Fi networks which are frequently
open and unsecured unless requiring a pre-shared password to connect to them.
6. Applications that exist on mobile devices collect information from those devices that may 
include PII or FERPA protected information.
1.6 Summary of Methods and Rationale for Selection
The method that was selected for this research is mixed methods with surveys being the 
instrument. The rationale for selecting surveys is based on the research question goal, with an 
aim of finding data that relates more to the qualities of the experience of the learners and the 
administrators, and the qualities of the mobile learning environments at both research sites 
themselves, along with some quantitative data. The selected research sites are both in the 
Chicago area, one just West of the City of Chicago, one in the Northwest suburbs of Chicago. 
By understanding the experiences from the learners and administrators, along with the qualities 
of the hosted Wi-Fi, learning management system, and computer networks themselves, the aim 
is to discover, reveal, and document the factors involved in two case studies that impinge of 
security issue in mobile learning environments.
1.7 Definition of Terms
CIA Triad–“Three of the primary concepts in information security are confidentiality, integrity,
and availability, commonly known as the confidentiality, integrity, and availability (CIA) triad, 
as shown in Figure 1.1” (Andress, 2014, p. 5)
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"Figure 1.1 The CIA Triad" (Andress, 2014, p. 5)
FERPA–"The Family Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g; 34 
CFR Part 99) is a Federal law that protects the privacy of student education records. The law 
applies to all schools that receive funds under an applicable program of the U.S. Department of
Education." (“Family Educational Rights and Privacy Act (FERPA),” 2018) In addition, this 
passage helps to understand how FERPA defines education records - “FERPA–"The Family 
Educational Rights and Privacy Act (FERPA) (20 U.S.C. § 1232g; 34 CFR Part 99) is a Federal
law that protects the privacy of student education records. The law applies to all schools that 
receive funds under an applicable program of the U.S. Department of Education." (“Family 
Educational Rights and Privacy Act (FERPA),” 2018, p. 2)
LMS–Learning Management System–"A learning management system is an easy way to use and
track online training initiatives that are easily accessible to learners." (BenchPrep Team, 2018)
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Malware-“...software intended to damage a computer, mobile device, computer system, or 
computer
network, or to take partial control over its operation” (Dictionary.com, 2020)
Metadata-“Metadata refer to information that provides meaning and context to other data being 
collected; for example, information about how long a particular student took to perform an 
online task has more meaning if the user knows the date and time when the student completed 
the activity, how many attempts the student made, and how long the student’s mouse hovered 
over an item (potentially indicating indecision). Metadata that have been stripped of all direct 
and indirect identifiers are not considered protected information under FERPA because they are 
not PII. A provider that has been granted access to PII from education records under the school 
official exception may use any metadata that are not linked to FERPA-protected information for 
other purposes, unless otherwise prohibited by the terms of their agreement with the school or 
district.” (Family Educational Rights and Privacy Act (FERPA), 2018, pp. 2-3)
Mobile  Learning-mobile  learning  is  defined  as  "...leveraging  mobile  technology  for  the
adoption or augmentation of knowledge, behaviors, or skills through education, training, or
performance support while the mobility of the learner may be independent of time, location,
and space." (Berking & Haag, 2015, p. 2) Mobile learning uses various mobile devices such as
mobile phones, tablets, and notebooks to access learning content. Mobile learning differs from
online  learning  in  that  in  online  learning,  learners  and  instructors  access  their  learning
management system via a desktop computer.
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Packet sniffing–this is a technique in which a piece of software is used to collect data from a 
wired or wireless network connection (called ‘sniffing’). The data that is sent over a wired or 
wireless connection is organized into units called ‘packets’. By collecting packet data, someone 
can determine various characteristics of a network and also find information about users who are
on the network operating in an unencrypted format. The following definition of packet sniffing 
is from a website called Wireshark.com, and they are providers of one of the most popular and 
widely used packet sniffing tools in the industry:
“2. Explain packet sniffers or network analyzers work?
Answer: Packet sniffers work by intercepting into a network that they can "see." What a 
packet sniffer can capture depends on the structure of the net. Ones a packet sniffer or 
network analyzer captures a packet they analyze it and present it in human readable form 
so that the user of packet sniffer can make use of the data.
It is wise to note a packet sniffer gets set into two ways. Some can be configured to
capture all the data in this way we say they are unfiltered. There are those that are set to capture
specific packets. We describe them as filtered.” (Wireshark.com, 2020)
PII–Personally  Identifiable  Information–"Personally  identifiable  information  (PII)  is
information that, when used alone or with other relevant data, can identify an individual. PII
may contain direct identifiers (e.g., passport information) that can identify a person uniquely,
or quasi-identifiers (e.g., race) that can be combined with other quasi-identifiers (e.g., date of
birth) to successfully recognize an individual." (Frankenfield, 2019)
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Security–As defined by  Dictionary.com security is “something that secures or makes safe;
protection; defense.” (Dictionary.com, 2020 In terms of mobile learning, it  is  important to
ensure the security of the five elements found in a mobile learning platform–the learner, the
mobile  device,  the  wireless network,  the  learning  management  system,  and  the  computer
network hosting the Wi-Fi and/or the learning management system.
Virus-“a segment of self-replicating code planted illegally in a computer program, often to 
damage or shut down a system or network.” (Dictionary.com, 2020)
Wi-Fi–Wireless Fidelity–"Wi-Fi is a wireless networking technology that allows computers
and other devices to communicate over a wireless signal. It describes network components
that are based on one of the 802.11 standards developed by the IEEE and adopted by the
Wi-Fi Alliance." (TechTerms, 2014)
1.8 Security Concerns & Threat Scenarios
The mobile learning environment, however, faces many challenges not only from the 
instructional side, including things such as creating courses that mobile users can easily navigate 
and ensuring learning content properly appears (renders) on mobile devices, but also from a 
security side. The CIA triad is a foundational concept of security within the information security 
field. It stands for Confidentiality, Integrity, and Availability and refers to the three key 
components that are required to ensure the security of information. It is not associated with the 
Central Intelligence Agency of the United States Government, and it does not derive its acronym
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from them. “Confidentiality is a necessary component of privacy and refers to our ability to 
protect our data from those who are not authorized to view it.” (Andress, 2014, p. 6) 
Confidentiality is crucial for protecting information, passwords, records and anything else that 
must not be disclosed to unauthorized users. “Integrity refers to the ability to prevent our data 
from being changed in an unauthorized or undesirable manner. This could mean the unauthorized
change or deletion of our data or portions of our data, or it could mean an authorized, but 
undesirable, change or deletion of our data.” (Andress, 2014, p. 6) Integrity in operating systems 
is supported through the use of permissions to file and folder access. Some systems and 
applications can undo changes that were unwanted or unauthorized. The importance of data 
integrity in terms of a learning and academic institution setting is highly critical for things such 
as student grades, PII, and other information that pertains to these parties. “Availability refers to 
the ability to access our data when we need it.” (Andress, 2014, p. 7) Some examples of a lack of
availability include Internet access going down, a virus or Malware prevents database access, or 
a computer system is compromised. The importance of maintaining availability is critical within 
any system and there are different parts and aspects of a system that can fail which would lead to
no availability. If the Internet goes down, a computer network is infected with a virus or 
Malware that prevents Internet access or database access, or a computer system is compromised, 
these are some examples of lack of availability. The importance of maintaining availability is 
critical within any system and there are different parts and aspects of a system that can fail which
would lead to no availability.
To support the CIA Triad in mobile learning as noted by Shonola & Joy, “The basic
concepts of security requirements in m-learning system to be considered in order to cope with
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threats are confidentiality, authenticity, integrity, control, availability and utility among others.”
(Shonola & Joy, 2014, pp. 3335-3336) These basic concepts extend into five specific areas of
mobile  learning  which  include  the  learner,  the  mobile  device,  the  wireless network,  the
learning management system, and the computer network. It is within each of these five areas
that various threats, compromises, or concerns arise that directly correlate with the points noted
above from Shonola & Joy. If any aspect of the mobile learning system remains unsecured, that
opens  up  the  potential  for  an  attack  on  user  information  (FERPA protected,  PII,  and/or
metadata), course information, or other data that may pertain to the technical configuration of a
network (i.e. IP addresses, network address ranges in use, Wi-Fi channels, or encryption/lack of
encryption), which could then lead the attacker the option to pivot into the system further or
generate another attack at a later time based on the information they collected.
In mobile learning there are security concerns and threats that arise, in the five different 
areas of mobile learning-the learner, the mobile device, the wireless connection, the learning 
management system and the computer network under investigation. Consider some of these 
statistics:
1. “...1 in 36 mobile devices had high risk apps installed
2.  ...In 2018, an average of 10,573 malicious mobile apps were blocked per day.” (Varonis, 
2020)
As emphasized above, each of these areas has their own special set of considerations and 
security difficulties that should be recognized, considered, and addressed. The danger of not 
addressing these are the potential problems that may occur which might cause data loss/theft, 
infected mobile devices or networks, and potential theft/loss of data on the learning management
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system side. The following findings from the literature provide an overview of the security 
concerns in each of these five areas being proposed as potential security threat scenarios that 
may present itself 
The Learner:
The learner in any mobile learning environment needs to be aware of the potential threats
in their use of their mobile devices. As noted by Wilson & Hash “Users are the largest audience 
in any organization and are the single most important group of people who can help to reduce 
unintentional errors and IT vulnerabilities.” (Wilson & Hash, 2003, p. 5) Security threats from 
the learner side can include the user losing their mobile device, unsecured mobile device (a 
device that doesn’t require a password or biometric input to unlock), accessing untrusted 
networks and/or applications, and the use of untrusted content. If a learner cannot use antivirus 
software installed in their mobile device, this can also be a security threat.
A potential security threat scenario of a learner in a mobile learning environment could 
be that their mobile device is unsecured (meaning, there is no password to open the phone and 
no password to access their information on the phone, including having an open learning session 
on their learning management system), and they lose the device. This device could be opened by 
an unauthorized user and that allows for accesses that learner’s information and open a learning 
session. All information available to that user and stored on that device has now been 
compromised. That can make up a FERPA and/or a PII disclosure violation. In addition, a user 
could access untrusted content on untrusted networks (i.e. a coffee shop or airport), which could 
result in malware or a virus is installed on their mobile device. If metadata is collected by an 
entity that is protected under the FERPA laws (where any direct and indirect identifiers have not 
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been stripped away), then that can also possibly constitute a FERPA violation. It is common for 
Metadata collection by many software applications and services including learning management 
systems, social media, and many others installed on mobile devices.
The Mobile Device:
The necessity for a secure mobile device is important because there are many security 
threats involved with mobile devices. "The need to provide adequate security for portable 
devices being used for learning cannot be underestimated." (Shonola & Joy, 2016, p.1) A 
potential security threat scenario as related to a mobile device would be that a mobile device 
lacks a security policy in an organization, it does not have the use of a virtual private network 
configured, and it has no antivirus or anti-malware software installed on it. Then, when a student
accesses their learning content, their data is collected by a virus/malware/social media/hacker. 
This can include their username and password into the learning management system they use. In 
addition, the party that intercepted that information now gains access to that mobile device and 
takes personally identifiable information from that user, stored on the mobile device, including 
their credit card and banking information, along with their birth date. This opens up the 
opportunity for identity theft.
The Wireless Connection:
By design, mobile devices connect to the Internet using a wireless connection such as 
Wi-Fi. Wi-Fi networks are very common in today’s world as they connect many devices for 
many users in various locations. “Because mobile devices primarily use non-organizational 
networks for Internet access, organizations normally have no control over the security of the 
external network the devices use.” (Souppaya & Scarfone, 2013, p. 4) This is important to 
14
understand because “These communications systems are susceptible to eavesdropping, which 
places sensitive information transmitted at risk of compromise.” (Souppaya & Scarfone, 2013, 
p. 4)
A security threat scenario with a wireless connection would be where a learner uses 
their mobile device where users either use a shared password, the hosted Wi-Fi connection 
requires no VPN, to connect to their learning content using an unsecured hosted Wi-Fi 
connection. During this connection session, a hacker uses specialized software to ‘listen in’ and 
capture the data sent and received during this learner’s session, such as Wireshark, as described 
below. This data includes the learner’s username, password, and other information related to the
course. The learner is unaware of this occurring and their information, along with secure course
information, has now been stolen.
Wireshark is a tool for both legitimate users and hackers to monitor network traffic 
(called packet sniffing), like that on a Wi-Fi. In the FAQ (Frequently Asked Questions) page on 
Wireshark’s website, they answer the question of can hackers use their software to sniff packets. 
Their response is “By packet sniffing, they (hackers) can gather sensitive information and even 
spy on your communications with other persons in your network.” (Wireshark.com, 2020)
The Learning Management System:
A learning management system is the software that hosts the learning content in a back-
end database server. “The database server contains the data on learners such as their login 
account, enrollment details, e-portfolio and assessment grades. It also holds data on the 
instructors and the learning content...” (Shonoloa & Joy, 2014, p.3355) Because this data is 
highly critical, the learning management system and the database need to be secured. This 
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security can include things such as encryption on the hard drives that host the database, 
encryption within the database itself, and password protection to enter the learning 
management system (possibly multi-factor authentication). This data is FERPA protected and 
also contains PII and metadata.
A potential security threat scenario with a learning management system could be when a 
hacker runs a brute force password attack on the learning management system to gain access to 
the root user or administrator account. The learning management system is not configured with 
multi-factor authentication and an account lockout policy (account locks after x number of failed 
login attempts). The hacker gains entrance into the learning management system as the root or 
administrator user, so they now have total access to the entire learning management system and 
its database. A prime real life example of learning management systems being attacked occurred 
when a teenage named Bill Demirkapi was successful in breaking into the Blackboard and Follett
learning management systems. “Demirkapi found 5 million vulnerable records for students and 
teachers, including student grades, immunization records, cafeteria balance, schedules, 
cryptographically hashed passwords, and photos” (Greenberg, 2019) This example reinforces the
need for learning management security and for it to be monitored and updated constantly as new 
threats and attack methods develop.
The Computer Network:
The computer network which either hosts the Wi-Fi network or the learning management 
system, or both, is also very important to secure within the mobile learning environment because 
user and course data passes through these computer networks, or parts of the network, and if 
those are not protected, then that data could be collected by parties that should not have access to
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it. It is the computer network that can provide “...token-based authentication, network-based 
device authentication, and domain authentication...” (Souppaya & Scarfone, 2013, p. 4) Token-
based authentication is where the user has a security token (i.e. a tiny key fob/electronic token 
that is synchronized to the token-based authentication software on the network) that generates a 
random number sequence that a user enters when logging in. The software on the network 
validates the code and the user is allowed entrance. Network-based device authentication is 
where a user would need to authenticate to the network using something like two-factor 
authentication, biometric, or single-sign on (SSO), for example. Domain authentication is where 
a network is configured with Microsoft Active Directory, which provides authentication to the 
domain using encryption and a trusted key authentication model.
A security threat scenario for a computer network could be where the Wi-Fi is wide open
with no security whatsoever. Any mobile device user could now have free access to the network
and gain entrance into it, and can now pivot within the network to various resources that are
unprotected. This is incredibly dangerous and can lead to  terrible situations, such as a hacker
copying  all  the  data  on  the  network,  reconfiguring  network  settings,  or  possibly  installing
ransomware  when  completely  encrypts  all  network  data  until  the  network  owner(s)  pay  a
ransom, usually in crypto currency which is highly untraceable.
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CHAPTER 2: LITERATURE REVIEW
2.1 The Advent of the Mobile Device
The technology, concepts, and theories associated with mobile learning have evolved over 
many years, starting with the concept of the Dynabook by Dr. Alan Kay in 1968 to today’s 
wireless mobile devices and learning management systems that support them. Some common 
themes that emerged within the literature reviewed for this work include ubiquitous access to 
learning content via mobile devices, challenges in technology and security, and the expanding 
of mobile learning globally, for example. The following is an exploration of the literature in 
mobile learning.
In his work from 2013, Dr. Alan Kay revisits his concept of the Dynabook, which he wrote
about  originally  back in  1968.  The Dynabook was Kay’s  attempt to  provide a  concept  of  a
wireless connected mobile computing device, as see in the picture below:
Figure 2.1 (Kay, 2013, p. 3)
In this work, Kay talks about what led up to his Dynabook, and about working with 
colleagues and people in computing technology at the time. Each of the contributors in the field 
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that Kay talks about contributed something towards computing and/or learning, which later 
somehow contributed to Dr. Kay’s development of his Dynabook concept. One interesting and 
worthwhile quote from this work from JCR Licklider, who worked for the Advanced Research 
Projects Agency, states “...”It is the destiny of computers to become interactive intellectual 
amplifiers for all people pervasively networked worldwide.”” (Kay, 2013, p. 1) This quote 
represents two things–computers used for educational purposes and the Internet. This is powerful
coming from the 1960s, an era that hadn’t seen either of these technologies developed yet.
Throughout this work, Kay discusses his progression through various projects and people
he worked with, eventually leading up to his idea for developing the Dynabook. When returning 
from a visit with colleagues who were working on a programming language called LOGO, it 
occurred to Kay that computers and education could help to support something he called a 
“...”cosmic service idea.”” (Kay, 2013, p. 2) “On the flight back to Utah I thought about how this
service idea should be embodied, and quickly decided that children shouldn’t be tied to a desk.” 
(Kay, 2013, p. 2) It is from this point that Kay talks about various points that he did not address 
in his original paper that presented the Dynabook concept, and what questions or points that the 
Dynabook concept would need to address or include from the writing of this paper in 2013. The 
Dynabook was never made into a production device by Dr. Kay, but was a name Toshiba used in
a line of notebook computers they manufactured.
Dr. Kay understood the value of having a wireless computing device early on in his 
career. In this paper, Dr. Kay mentions that one point he neglected to address in his original 
paper on the Dynabook from 1972 “...was no explicit mention of new media as “agents of 
change”...” (Kay, 2013, p. 5). Kay’s pursuit of providing a tool to children for the purpose of 
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learning became something on a much larger scale in decades to follow. When a computer (or 
computing device) becomes a means by which the student interacts with the learning, this new 
media can be more immersive, provide a different view of learning, and can “...provide new and 
more powerful extensions of what literacy and representation of ideas have already brought to 
us.” (Kay, 2013, p. 7)
2.1.1 What is Mobile Learning
At first, online learning required the students and instructors to use a desktop computer that 
required the student to be in a specific location. Although the use of online learning via the 
Internet was a giant leap forward regarding how learning is delivered and consumed, it was 
not yet fully ubiquitous. With the development of mobile device technology and the applied 
use in online learning, the possibilities of learning opened up tremendously and ubiquitous 
learning became possible.
In looking at the 2018 work by Sönmez et al., the authors provide their research into 
mobile learning, what it is, and what the needs in the field are. They review literature that were 
current studies of the time, each one addressing various factors in mobile learning. This work is 
valuable for the wide range of information that it provides, including defining what mobile 
learning is, what some benefits of mobile learning are, and various challenges involved. In this 
work, the definition of m-learning that the authors cite is “...m-learning can be defined as a 
service that gives general information electronically to the learner. They can provide the 
educational content which helps the achievement of knowledge without question the location 
and time.” (Sönmez et al., 2018, p. 1) The authors stated research problem and purpose for their 
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work is because “There is a need to investigate the m-learning field to be able to understand and 
interpret the new issues.” (Sönmez et al., 2018, p. 1) The new issues they are referring to are the 
ones that have arisen in the m-learning field up to the time of the writing of their paper including
the rapid development of mobile device technology and the effect it has in mobile learning, for 
example.
Chee et al., in their 2017 work, also examine what the definition of mobile learning is, 
what it affords, and its limits. The authors also examine the positive and negative aspects of 
mobile learning, and that with proper use, can cause positive learning outcomes. Some positive 
aspects of mobile learning identified by the authors include collaboration with students and 
instructors, convenience based on device size and mobility, and the ability to access learning 
content ubiquitously. Some negative aspects include students who may have a hard time 
adjusting to a mobile learning environment, instructors who cannot support mobile learning 
effectively, and issues with Internet connections, for example. Finally, the authors also explore 
and discuss how m-learning is deployed. The authors use fifty-seven cited references in their 
work, which results in a very robust set of information and results.
In Demir’s 2017 chapter on mobile learning, the author discusses and examines mobile 
learning, covering a few key points. He first talks about the speed which mobile devices connect 
to mobile networks (i.e. 3G, 4G, 5G). With the advent of 5G mobile connection technology, 
there are going to be many benefits including faster connection speeds and widespread 
connection availability on a global level, for example. In addition, Demir also discusses mobile 
learning content and design principles, and the advantages/benefits/challenges of mobile 
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learning, for example. This work provides a wide variety of information and research that helps 
to understand mobile learning from many aspects.
2.1.2 Mobile Learning at the College Level
At the college level, mobile learning has become something that has become very popular 
among students and institutions. The ability for learners to easily and conveniently access their 
learning content at anytime, from anywhere, is in high demand. When the COVID-19 pandemic
came  to the United States in early 2020, it forced many schools to use mobile learning. In this 
time of crisis during the pandemic, and with so many students already possessing mobile 
devices, the appeal and ease of use is a natural fit for the learning experience.
In the work by Martin et al. from 2013, the authors present information about a study 
conducted in three Australian universities on what motivates students to use m-learning. The 
subjects in the study used different mobile devices including mobile phones, tablets, or notebook 
computers. Throughout this work, the authors explore and discuss various factors of student 
motivation including ease of access, the need to want to use their mobile device to learn, and 
personal goals in learning, to name a few. The results provide an interesting insight into what 
motivates students to want to use a mobile device in their learning, which helps the educator and 
institution to understand how to better integrate and leverage mobile learning in their courses.
Criollo-C & Lujan-Mora, 2017, write about how mobile learning is used at the college 
level of learning. The authors examine various aspects of mobile learning, reinforcing the key 
points of “...portability, collaboration, ubiquity, utility and perception and acceptance.” 
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(Criollo-C & Lujan-Mora, 2017, p. 272) From the discussion and results in this work, it is 
apparent that mobile learning has a place at the college level, with a strong, promising future.
2.1.3 Challenges in Mobile Learning
Mobile learning is not a perfect method for delivering or consuming learning content, and it is 
not without its challenges. Some of these challenges are limitations regarding technological 
limitations in mobile devices themselves, such as battery life, storage, and connection issues. 
Other challenges include the ability to design learning content that properly renders on the 
smaller screens typically found in mobile devices, which differs from that of a monitor of a 
desktop computer which renders the content differently.
Ismail, 2016, explores the various issues and difficulties found in the field of mobile 
learning. Mobile learning is not as clear-cut as an institution or organization just deciding they 
are going to use mobile learning, there must be an up-front understanding of what challenges it 
involves. Some key standout points from this article include the technological limitations of 
mobile devices, the mobile learning software, and issues of privacy as it relates to the user. 
Technological limitations include the ability of the mobile device to connect to the Internet (or 
not), screen size of the device, battery life, and storage capacity, for example. Mobile learning 
software that has a poorly designed user interface, this will make the user experience very 
difficult. Privacy issues include security of user information and theft of data communications 
(unsecured wireless networks). This work is valuable in that the author provides meaningful 
research and results within the field of mobile learning, giving the reader a better understanding 
of what needs attention.
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Khaddage et al., in their work from 2016, examine and discuss the various challenges 
that exist in implementing mobile learning which include “...pedagogical, technological, policy 
and research...” (Khaddage et al., 2016, p. 16) and propose various ways to address them. This 
leads the authors to fill in the gap between informal and formal learning, which they propose 
resides in mobile learning. The authors discuss background, challenges of informal learning, 
solutions and innovation along with future considerations in the field. Notably, “When bridging 
formal and informal learning, schools should not be aiming to unintentionally formalize 
informal learning, but rather they should be looking to find unique methods and approaches to 
incorporate mobile learning and blend it seamlessly into their settings to create an engaging 
informal learning environment.” (Khaddage et al., 2016, p. 23)
2.1.4 Mobile Learning Privacy & Security
Two major concerns that arise in the mobile learning environment are that of privacy and 
security. Mobile devices are in danger of being attacked by many things such as social media 
applications that collect information from users, sometimes without their knowledge, viruses and
other infections, along with users who misuse their devices and put their device and information 
at risk. Privacy concerns present themselves in terms of which websites, applications, or social 
media applications that users access and what information they post to them. Not every one of 
these sites, applications, or social media applications are forthright and honest regarding exactly 
what information they collect and who they share it with, which is a problem from a privacy 
standpoint.
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Deshmukh & Wadhe, 2012 provide insight why mobile devices  benefit from security.
Mobile  device  security  is  of  utmost  importance  to  ensure  the  privacy  and  security  of  the
information  and  the  device.  The  authors  identify  that  through  a  properly  designed  and
implemented security  system within a  mobile  environment,  it  can address the challenges in
security. 
This is of high importance as noted in this work and reflected in some statistics and
figures cited such as over 1.3 billion mobile workers worldwide by 2013 (Deshmukh & Wadhe,
2012, p. 72) and even more shockingly that “In 2009 the average per-incident cost of a data
breach was $6.75 million.” (Deshmukh & Wadhe, 2012, p.  72)  regarding businesses.  These
figures have increased since the time of their publication, which could then translate into the
increased need for mobile security.
Orehovački et al., in their work from 2017 present their findings regarding the 
perceptions of privacy and security of cloud computing applications in the academic realm. 
Students and instructors Commonly use Cloud computing applications in mobile learning, and 
many learning management systems are cloud-based applications themselves. This study of two 
higher education institutions in Croatia, comprised of 318 participants, brings light to 
perceptions of common cloud-based applications such as Google Drive and Microsoft 
OneDrive. Understanding the perceived level of security with commonly used cloud-based 
applications in mobile learning can help to provide insight as to the level of security awareness a
student population has and possibly help to shape what type of information security awareness 
training programs might include going forward.
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In 2017, Coskun-Setirek & Tanrikulu studied how technologically sustainable mobile 
learning is and what can contribute to sustainability. The authors conducted a review of the 
current literature along with interviews of eleven experts in the mobile learning field for this 
work. In addition, the authors also conducted a survey of seventy-five staff members at 
universities who have mobile learning. “The result of regression analyses show that all three 
issues which are adequacy of infrastructure & standards, evaluation and improvements of 
infrastructure & standards, and technical support for staff, instructors and users are related with 
perceived general technological m-learning sustainability.” (Coskun-Setirek & Tanrikulu , 2017, 
p.96) Sustainability needs addressing, otherwise things like security, technology, and quality will
suffer. These are some factors that this work explores and addresses.
Ting (2012) investigated through a literature review the negative aspects of mobile 
devices and learning. Some of these negatives that the author found were “...small screen, 
limited input options, and low computational power.” (Ting, 2012, p.. 119) It is because of these 
types of issues and other perceptions that the author found that inhibits the use of mobile devices
in learning. The author provides a potential solution to help overcome the barriers and issues 
found.
2.1.5 Security Awareness Training for Users
Potential gaps found in the General Field Literature Review point towards how security in a 
mobile learning environment should first start with the user, as the user has a high frequency of 
interaction with it. Providing users with security awareness training can help to aide in this 
endeavor, as confirmed in this recommended mitigation strategy point from Yuan et al. “User 
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training and awareness to reduce insecure physical security practices” (Yuan et al., 2016, p. 17) 
Unfortunately, many institutions or organizations do not provide security awareness training 
regarding security in mobile learning, or information technology.
In their 2003 publication through the National Institute of Standards and Technology,
authors Wilson & Hash write about how to build a security awareness and training program
for information technology. The authors present the framework and design for these types of
training.  This is flexible enough to fit into almost any situation and setting which is highly
beneficial as no two organizations are the same, nor are their requirements or goals.
In the work by Wilson & Hash (2003) they start by defining roles and responsibilities 
such as the Agency Head, Chief Information Officer, Information Technology Security Program 
Manager, Managers and users (Wilson & Hash, 2003, pp. 3-5) Although this might not apply to 
every organization, it helps to understand how an information technology department in an 
organization is structured.
In the second section of this work, the authors discuss awareness, training and education, 
as illustrated in the diagram below:
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Figure 2.2 (Wilson & Hash, 2003, p. 8)
The authors describe this learning process as a learning continuum which involves 
awareness, training, and education. As seen in the diagram above, each level in the continuum 
contains information specific to a certain level of knowledge or skill. Within the context of a 
mobile learning environment, having all users in the system take security awareness (Wilson & 
Hash, 2003, p. 8) courses is recommended. Any need above the awareness level would be 
decided by the organization based on their needs, as it may only apply to non-students within the
mobile learning environment. As the authors note, “Security awareness efforts are designed to 
change behavior or reinforce good security practices.” (Wilson & Hash, 2003, p. 8) This would 
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be ideal as an introduction to security practices in a mobile learning environment, as “The 
subject can simply and briefly be addressed by describing what a virus is, what can happen if a 
virus infects a user’s system, what the user should do to protect the system, and what the user 
should do if a virus is discovered.” (Wilson & Hash, 2003, p. 9)
The authors outline three major steps in creating a security awareness program 
“...designing the program (including the development of the IT security awareness and training 
program plan), developing the awareness and training material, and implementing the program.” 
(Wilson & Hash, 2003, p. 11) Designing the program should ensure that it adequately meets the 
needs of the organization. The development of the training material should take into 
consideration two questions:
1. ““What behavior do we want to reinforce?” “ (awareness); and
2. “What skill or skills do we want the audience to learn and apply?” (training)” (Wilson & 
Hash, 2003, p. 23)
Determining what behavior(s) to reinforce could include having users make use of 
antivirus software on their mobile devices and ensuring they do not share passwords, for 
example. Upon deciding that training is needed, skill(s) could include applying encryption to 
data on a mobile device, performing regular backups, or changing passwords.
Implementation of awareness and/or training are expressed in the following diagram:
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Figure 2.3 (Wilson & Hash, 2003, p. 31)
The three major steps as illustrated above include the design of the program, development of the 
training material, and implementing the program. Each of these have their own unique set of 
steps and play a critical role. In a mobile learning environment, this entire process should focus 
on the delivery to mobile devices.
Yuan et al. (2016) explore and examine the need for mobile device security training in 
the information technology curriculum in colleges. “College students need to be educated to 
understand how to securely manage their mobile devices before they enter the workforce.” 
(Yuan et al., 2016, p. 14) Not only is it important then, but it is also important for students to 
understand how to mange mobile device security while in school. The authors explore security 
risks such as operating system vulnerabilities, Malware, BYOD and unsecured wireless 
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connections, for example. The authors provide research statistics and conclude with 
recommendations to address the issues they describe.
Yuan et al. (2016) provide an overview of the security risks that exist in mobile 
computing, starting with the actual mobile device hardware and the operating system installed on
it. “Mobile devices and operating systems can have vulnerabilities susceptible to security 
breaches by hackers as well as malware attacks.” (Yuan et al., 2016, p. 15) This problem stems 
from hackers attempting to find weaknesses in devices and the operating systems, along with 
development issues at the manufacturer, and a process called jail breaking. Jail breaking is where
there is modification to the hardware or software of a device to bypass restrictions placed on it 
by the manufacturer–i.e. Apple not allowing certain applications on their phones. Other risks 
include Malware, security flaws in mobile applications, unsecured wireless connections and 
losing or having the actual device stolen.
The authors then provide guidelines on how to manage the security of mobile devices in 
an enterprise computing system. This includes having the organization create and implement a 
mobile device security policy “...that defines the types of resources in the organization that may 
be accessed via mobile devices, they types of mobile devices tha are permitted to access 
organization’s resources, the degree of access of different classes of mobile devices...and the 
requirements for mobile device management technologies...” (Yuan et al., 2016, p. 15) Other 
notable points include creating a threat model (identifying device types and threats specific to an 
organizations system, also impact and security controls), mobile device service solutions, 
running a pilot test for mobile devices before allowing them on an enterprise computing system, 
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and regular maintenance of mobile device security to include checking devices to ensure they 
have the current patches and proper configuration.
The authors also offer three unique solutions for implement the popular bring your own 
device policy:
1. “Virtualization: It provides remote access to computing resources. No data is stored on 
the personal devices, and no organization’s application is processed on personal devices.
2. Walled garden: Organization’s data or application processing are contained in a secure 
application that is segregated from personal data;
3. Limited separation: Organization’s data and/or application processing are comingled (sic)
with personal data and/or application processing, but policies are enacted to ensure 
minimum security controls.” (Yuan et al., 2016, p. 16)
Each of these solutions as described can provide a higher level of security in a BYOD 
environment. BYOD environments with none of these solutions can be perilous in terms of 
the amount of security risk they take on and allow. Virtualization would be the most secure of 
these, walled garden would be the next most secure, and limited separation would be the least
secure of these solutions. My recommendation would be for virtualization because of how 
and where data is processed and stored. The authors recommend that BYOD policies should 
address the following–eligibility (who can use a device in a mobile environment), allowed 
devices, service availability, rollout, cost sharing, security and compliance and device support
and maintenance. (Yuan et al., 2016, p. 16) The authors also recommend a course on security 
management for mobile devices.
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2.1.6 Security Concerns in a Mobile Learning Environment
Shonola & Joy (2014) confirm that mobile learning is a very popular means of presenting and 
consuming learning material, but acknowledge that security concerns exist in the mobile 
learning environment. “Mobile devices use in mobile learning can potentially become 
vulnerable if the security aspects are neglected, thereby putting personal information of users as 
risk.” (Shonola & Joy, 2014, p. 3333) The authors provide their security framework regarding 
mobile learning applications, which the authors suggest will help support a highly secure mobile
learning environment.
“The proposed framework is a generic one having capability to trap any attack or 
threat from any vulnerable points based on triad CIA dimensions identified in the 
framework. It also proposed solutions to security threats during or after development 
of mobile learning systems.” (Shonola & Joy, 2014, p. 3333)
Alotaibi & Almagwashi (2018) examine and explore the various security risks involved 
with a BYOD environment, along with challenges, solutions and best practices to make the 
BYOD more secure. As the authors note, “...the associated security risks with BYOD policy can
be managed by developing an effective security policy and adopt some technical security 
control and procedures.” (Alotaibi & Almagwashi, 2018, p. 1) In this work, the authors discuss 
BYOD trends, benefits, security and privacy issues, and how to manage a BYOD environment. 
According to the authors, BYOD management is possible from the network level, the mobile 
device level, the application level, mobile information management level (MIM), and the 
enterprise mobility management (EMM) level. The authors provide recommendations and 
policy structure that could help ensure a more secure BYOD environment.
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In his chapter of the book edited by Chbeir et al. (2013), Mahmood writes about the 
security threats to users’ privacy in online social networking. The author points out that “We 
classify these threats as: users’ limitations, design flaws and limitations, implicit flows of 
information, and clash of incentives.” (Chbeir et al., 2013, p. 47) With the amount of 
connectivity and data that mobile device users have, the need to protect information such as a 
birth date, address, and phone number to name a few. The author defines what privacy is, 
privacy threats, and examines each of the classified threats cited in the quotation above. Some 
attack types that the author presents and discusses are very eye opening and possibly makes 
the reader re-think their position on social media. This re-think is predicated on the 
information presented here, in that social media is so intrusive into mobile devices and the 
information it collects from users' and the amount it collects regularly. The author provides 
two potential defense mechanisms to counter the threats he presents.
Al-Charchafchi et al. (2020) discuss the threats to the privacy of information and 
security in social networks. The authors talk about what information privacy is, what social 
networking is, the classifications of social networks, and how user data moves in social 
networks along with attack types that can occur within social media. An important point that the
authors make regarding social networking is “One of the main objectives of the SM existence is 
information sharing; therefore, people who want to make benefit from SM services cannot avoid
sharing different types of information including their personal data.” (Al-Charchafchi et al., 
2020, p.359) This is what can create privacy issues in terms of personal data sharing, and who 
receives this data. If a social networking application takes personal data as it pertains to a 
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learning management system and shares it to an unauthorized third party, that could create a 
potential FERPA or PII violation.
Hudaib (2014) examines and explores the many types of attacks that social networks are 
prone to. “Many attacks can happened (sic) to the social networking websites due to trust that 
have been given by the users.” (Hudaib, 2014, p. 97) Social networking sites are very popular 
and have many, many users worldwide. When applied to a student who is using their mobile 
phone for accessing their learning content and that phone also has social networking 
applications installed on it, that user now risks having their private data, including private course
data collected. “Information harvesting, by both the online social network operator itself and by 
third-party commercial companies, has recently been identified as a significant security concern 
for OSN users.” (Hudaib, 2014, p. 97) This should be an enormous concern for students and 
institutions who use or allow the use of mobile devices to access their learning management 
system.
2.1.7 Securing a Mobile Learning Environment
Mallya & Dhas (2016) write about secure learning within mobile cloud computing. This is a 
highly relevant and current subject, as cloud computing is becoming more and more integrated 
with mobile learning as time goes on. “Mobile cloud computing is a system in which both the 
data processing and data storage are performed outside the mobile equipment.” (Mallya & 
Dhas, 2016, p. 125) The authors discuss the challenges of mobile cloud, the applications found 
in mobile cloud, mobile learning, and the challenges that mobile learning faces when using 
mobile cloud.
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Mallya & Dhas (2016) discuss how mobile learning uses the Internet and mobile devices 
in the learning process. “Mobile learning has a number of advantages like flexibility, scalability, 
openness and so on; it will definitely become a new system of education the new century.” 
(Mallya & Dhas, 2016, p. 125) With the rapid expansion of mobile device use, more and more 
users can access information ubiquitously.
All of this comes with challenges and the authors identify that in terms of the mobile 
cloud and mobile devices, some of these include limitations of computing power and battery, 
bandwidth, availability, security of the users and mobile devices, and security of the data on the 
cloud. The findings from the literature suggest that these challenges need addressing at the user 
level, device level, or the network level but overall need addressing to ensure security within the 
platform.
Mobile cloud applications that the authors identify include e-mail, mobile commerce, mobile 
healthcare, mobile gaming and mobile learning.
“Mobile Learning (M-Learning) is the concept of learning anything, anywhere using 
the mobile mobile devices. It is the combination of concepts like Mobile Computing and E-
Learning. The use of Mobile Cloud for M-Learning enhances advanced learning for the 
learners since all data storage and data processing are done in the cloud outside the mobile 
device. Hence learners get the service at a faster rate and at low cost.” (Mallya & Dhas, 
2016, p. 126)
Advantages of mobile learning include its ubiquitous nature, improved data sharing, reduction of
cost (hardware and software), versatility, improved performance and reliability, for example. 
(Mallya & Dhas, 2016, p. 127) Disadvantages include lack of training to the user on how to use 
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the device or the learning management system they are connecting to, potential cheating, and the 
remote distance between the student and the instructor. Challenges in M-Learning in the mobile 
cloud include privacy, compliance, interoperability (ability to use different mobile devices), data 
integrity and security. (Mallya & Dhas, 2016, p. 128)
The authors identify that mobile cloud computing is a trend that is still growing. In 
addition, they note that the technology involved will change to include “...security issues, best 
policies and standards.” (Mallya & Dhas, 2016, p. 129) The relative newness of mobile learning 
that uses the mobile cloud has advantages but also has challenges, mostly related to user data 
security.
Friedman & Hoffman (2008) examine mobile device protection in light of the security 
threats that present themselves, along with how to defend against them. Mobile devices 
include mobile phones, personal digital assistants, and notebook computers, which the authors
note “...have become essential tools for enterprise productivity, but they are are in fact 
significantly more vulnerable to attack than desktop computers.” (Friedman & Hoffman, 
2008, p. 159) The threats to mobile devices identified by the authors are divided “...into seven 
categories: malware, phishing and social engineering, direct attack by hackers, data 
communication interception and spoofing, loss and theft of devices, malicious insider actions, 
and user policy violations.” (Friedman & Hoffman, 2008, p. 159) Solutions to these are 
presented and discussed, along with how the prioritize threats and defenses.
Friedman & Hoffman (2008)  examine and explore  the  different  types  of  threats  that
attack mobile devices and possible solutions to help prevent or deter the attacks. The authors
start by identifying the vulnerabilities of mobile devices include theft, ease of taking data off of
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corporate  networks via  the mobile  devices,  and the fact  that  mobile  devices  are  usually  not
defended or protected very well.
Mobile devices are just as prone to attacks as a non-mobile device but the difference is 
non-mobile devices (i.e. desktop computer) find security and protection from computer network 
security resources such as a firewall or other technology. If a mobile device were to 
communicate on an unsecured wireless connection, such as a public Wi-Fi, then that opens up 
that opportunity for unsecured communications on that Wi-Fi network.
Mobile device security threats are classified into the following seven categories:
1. “Malware
2. Phishing and social engineering
3. Direct attack by hackers
4. Data communications interception and spoofing
5. Loss and theft of devices
6. Malicious insider actions
7. User policy violations” (Friedman & Hoffman, 2008, p. 161)
Briefly describing each of these categories–Malware is malformed software such as 
viruses and Trojans, among many others. Phishing and social engineering attacks both try to get 
a user to share information that is confidential, such as a password. A direct attack by a hacker is
where a hacker attempts to gain entry into a system or do malicious harm directly. Data 
communications interception is where there is an attempt to record the communication of data 
(i.e. eavesdropping on an unsecured Wi-Fi connection) and spoofing is where a hacker perform 
attacks such as a man-in-the-middle (MITM), for example. Loss or theft of a device is exactly as
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it sounds and is a big problem for organizations and individuals who own devices, as mobile 
devices are easy and small targets. Malicious insider actions is where someone inside an 
organization, such as a disgruntled employee, will do something within a computer network or 
device to expose information or cause harm or loss that is negligent and usually illegal. Last, 
user policy violations include things like downloading things that are not allowed, disabling 
features such as a firewall, copying data to an external USB drive, or sharing information not 
allowed in network policy. Each of these seven categories present security risks to mobile 
devices (and computer networks they connect to), and must be mitigated.
To mitigate against malware, the authors recommend the use of a personal firewall, anti-
virus, and anti-spyware. A personal firewall is easily installed and configured on a mobile 
device and is used to prevent data traffic on specific ports on the device. Ports are interface 
points where various protocols connect to in a computer to communicate and exchange data. 
Having too many open ports, or unnecessarily open ports, means that there are more points in 
which malware can attack (called an attack surface). Anti-virus and anti-spyware are software 
applications that are readily available, usually for free, and can be installed on mobile devices 
and used with minimal difficulty.
Phishing and social engineering are best defended against by educating users about both
and providing them with an understanding on what to do to prevent them. The authors 
recommend the use of a content and/or web filter program that will help to prevent different 
sites from being accessed or sending content.
Defending against direct hacker attack requires knowledgeable information technology 
experts who can design and maintain components and aspects on a computer network and 
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mobile devices to support this initiative. This also includes “Vulnerability management, 
configuration management, and software lifecycle (SLCM) programs check mobile systems for 
outdated versions of software programs, missing software patches, and outdated malware 
signature files.” (Friedman & Hoffman, 2008, p. 172)
Strategies to defend against communication intercept and spoofing include the disabling 
of unnecessary ports and communication methods. It can also be supported through the use of a 
firewall. Another strategy is to use encryption for both passwords and communication. Using a 
Virtual Private Network (VPN) is also recommended and this also supports authentication and 
encryption in establishing communication.
The defenses to help prevent data loss or theft include data encryption, backups and 
recovery, device control. Data encryption will encrypt the data on the device, which helps to 
ensure confidentiality. Creating regular backups helps to ensure that data is being backed up 
consistently and therefore helps to reduce the amount of potential data loss in the event of a 
loss. Recovery will help to bring that data back onto the device or onto a new device. Device 
control policies can be placed by administrators onto a mobile device that would prevent the 
offloading of data, use of a camera, or transmitting of certain data over unsecured Wi-Fi 
connections, for example.
To help reduce the risk of a malicious insider threat, IAM is a widely used process that 
verifies the identity of a user and allows, or denies, them access to a device and/or specific 
resources. Rights and permissions assigned to each user in a system, and can be changed or 
modified when needed. User logs and traffic monitoring are also a means of tracking who is 
doing what in a computer network or mobile device.
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In the event of user policy violations, this is handled through the use of data 
encryption, device control, and data leak prevention (Friedman & Hoffman, 2008, p. 175) as 
described above. Another means is user education and training, as users need to understand 
what policies are, what they can and cannot do, and what the end result of policy violations 
are.
The authors state that:
“Critical corporate data will be unnecessarily exposed if organizations use desktop PC 
defenses as a baseline and simply add a VPN client to laptops, or assume that handheld 
device are the responsibility of the employees who purchase them, or treat mobile  
security as an afterthought” (Friedman & Hoffman, 2008, p. 178)
When applied to mobile learning and education, this takes on the same level of seriousness but in
a unique setting. The technology and solutions that the authors detail in this work provide many 
realistic and potential solutions in helping to secure a mobile learning environment.
Dewan & Chowdhury (2013) provide information on persistent document security and 
authentication in a mobile eLearning environment. As the authors note, “Content security is the 
policy or procedure to protect important and confidential documents.” (Dewan & Chowdhury, 
2013, p. 95) This is important in eLearning because it protects these documents from being 
accessed without authorization. Maintaining confidentiality, integrity, and authenticity of 
documents are basic tenants of security, and the authors examine how each are supported and 
ensured. The authors identify issues related to security in mLearning, along with proposing a 
framework for what they refer to as a “...personal mobile eLearning system (PELS)...” (Dewan 
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& Chowdhury, 2013, p. 97). In addition, the authors also discuss and present various 
authentication algorithms that could be applied to mLearning.
Dewan & Chowdhury (2013) discuss the importance of content security of confidential 
documents such as social security cards, driver’s licenses, and other legal documents. “Content 
security is the policy or procedure to protect important and confidential documents.” (Dewan 
& Chowdhury, 2013, p. 95) The authors make note that with paper documents, they can be 
secured by various means such as storage, access control, managing documents in a digital 
format and security and tracking, for example.
They recommend the use of a Document Management System (DMS) for mobile 
learning as it “...can provide an inbuilt security and control of critical documents and 
information.” (Dewan & Chowdhury, 2013, p. 95) A Document Management System integrated 
with a mobile learning system will manage the electronic documents that reside within the 
mobile learning environment securely. This system allows access for mobile users to the 
documents securely using authentication and user permissions, but storing the documents in a 
secured storage area in the cloud. This is an enormous advantage regarding storage location, 
how they are stored and accessed, along with controlling user access to them.
The authors identify four areas of concern regarding security:
1. “Data travels over shared, public, and open networks.
2. Mobile handhelds may be misplaced or stolen, exposing sensitive information.
3. The mobile device represents a potentially unmanaged point-of-entry in to the network.
4. Worms and viruses may be transferred to the corporate internal network via tunnels 
created in the mobile VPN technology.” (Dewan & Chowdhury, 2013, p. 97)
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These concerns are widely shared among many security experts and researchers familiar with 
mobile learning and the dangers that lie within. The authors then explore a very complex means 
of authentication within mobile eLearning using different, complex algorithms and methods. The
overall recommendations by the authors are to secure documents in a mobile learning 
environment and use user authentication.
Wang et al. (2018) examine the subject of authentication on smart mobile devices. 
“Authentication has been widely deployed to prevent unauthorized access and, in many cases, is 
also the primary line of defense.” (Wang et al., 2018, p. 1) The authors point out three challenges
with smart mobile devices–limits on compute power and battery life, the size of the device and 
therefore lack of user-friendliness, and third the need for more strict authentication. Many topics,
issues, and proposed solutions are covered in this work, each with an interesting perspective on 
the subject of authentication.
Wang et al. (2018) explore and discuss many aspects and methods of authentication on 
mobile devices. Authentication on mobile devices regarding mobile learning is important for a 
few reasons which include ensuring the security of data that is stored on the device, ensuring 
that a specific user is logging into a course, and making sure that if a device is lost or stolen that 
it cannot be accessed by unauthorized user(s).
Souppaya & Scarfone (2013) present a set of guidelines they recommend managing the 
security of mobile devices in an enterprise computer network. Mobile device security 
management on an enterprise level requires a lot of careful planning and configuration on many 
levels from the device all throughout the enterprise network. The authors focus solely on mobile
phones and tablets, not on notebooks. Reiterating the need to maintain confidentiality, integrity, 
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and availability throughout a system to ensure security, the authors identify concerns, provide a 
path for selecting and implementing a centralized management technology for mobile devices, 
and also cover BYOD devices.
In their work from 2013, AlHarthy & Shawkat discuss BYOD security and how it can 
protect networks in organizations through their examination of how a BYOD security policy was
implemented in a higher academic institution in Oman. The authors discuss how “This security 
solution will help to protect the network data from unauthorized access, as well as controlling 
unmanaged devices which are smartphones and mobile devices.” (AlHarthy & Shawkat, 2013, p.
7) The authors recommend methods of securing a BYOD environment including authentication, 
the use of a firewall, and the use of VLAN’s, for example.
Eibl (2009) focuses on the security aspects of privacy and confidentiality in e-learning
and as it relates to learning management systems. Regarding finding a solution to these 
problems, the author makes note that “Sophisticated access control mechanisms and modern 
cryptography can solve almost all technical security problems.” (Eibl, 2009, p.641) Eibl 
recommends securing a learning management system using methods such as assigning users 
a role, clear separation of duties, and others that can help to make a learning management 
system more secure.
In their work from 2019, Almusaylim & Jhanjhi provide their research findings on the 
subject of user privacy protection in a mobile cloud computing environment as it relates to 
location-aware services. The authors explain what mobile cloud computing is, what location-
aware services are, and what social media applications (i.e. Facebook and Instagram, for 
example) use user tracking. In mobile learning, this could be dangerous as many users have 
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social media applications installed on their mobile devices. If a learning management systems 
user’s location is discovered by an entity because of a location-aware service via a social media 
application that the learning management system is leveraging, then that could be a potential 
violation of privacy laws or FERPA regulations.
2.2 Gaps in the Literature
Naismith & Nesta Futurelab conclude that there needs to be “...ways to ensure that this new 
learning is highly situated, personal, collaborative and long term; in other words, truly learner-
centered learning.” (Naismith & Nesta Futurelab, 2004, p. 37) The new learning the authors are 
referring to is mobile learning and the points they make regarding making it learner-centered 
learning seems to be a common theme among researchers. Again, with the changes and 
developments that are occurring in electronics, software, and also cloud-based applications, the 
move towards developing learner-centered learning is becoming more of a reality in 2020.
AhmadBhat & Al Saleh discuss the need for the development and deployment of mobile 
learning systems that are efficient. As mobile devices and mobile learning becomes more 
ubiquitous and integrate into education at a higher rate, the need for having an efficient means of
delivering and interfacing with learning content on those mobile devices. The rapid changes that 
are taking place in electronics and also in software can aide in achieving this goal.
One very interesting and valuable point that Ismail makes note of is that “...future 
research should be able to find solution(sic) to the privacy and security issues among mobile 
learning users.” (Ismail, 2016, p. 5) Security in a mobile learning is of high value and 
importance, where user and course data must be secured at all times. In addition, personally 
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identifiable information of each user must also be kept secure, and it is these which stand out as 
high concern in terms of security issues. Mobile devices, the means by which they connect to a 
network, and the computer systems that they connect to all have different aspects that must be 
considered in a secure mobile learning environment. If security is not addressed at every level in
a mobile learning environment, from user data to the computer systems as noted above, then that
can open up and/or leave potential areas of attack or risk so that confidential user data and 
information along with course data has a higher exposure risk.
Mallya & Dhas mention that “Our future research plan would be to develop different 
methods and algorithms to enhance security in the Mobile learning system within the 
educational cloud.” (Mallya & Dhas, 2016, p. 129) This can prove valuable as enhancing the 
algorithms (related to encryption) and enhancing security is something that should be an 
ongoing process. This is because hacking methods are continually being developed that can 
circumvent encryption and security, and systems and data must remain secure.
Friedman & Hoffman note that there is a need to research security threats, viruses and 
malware, and threat techniques so that countermeasures can be developed. “There is scope for a 
great deal of research on the details of security threats and attacks, including new and evolving 
types of malware, social engineering techniques, and techniques for intercepting wireless 
communications.” (Friedman & Hoffman, 2008, p. 179) The authors also suggest that research 
should be conducted on which of these attacks are the most dangerous, and how can IT 
professionals distinguish real threats from those which seem less likely to be a threat. In 
addition, research into how to prevent user policy violations is recommended.
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Hudaib also emphasizes the need for future research into security threats, in that 
“Security researchers can continually offer better solutions to online threats; they can also 
discover new security threats to address. We believe that in order to improve the present 
solutions, the next step is to create synergy among the different security solutions. This will 
create more robust and effective security solutions for detecting fake profiles, spanners, phishing
attacks, socware, and other threats.” (Hudaib, 2014, pp. 154-155) Ensuring that research 
continues into what new security threats present themselves, along with developing solutions, 
can only help to ensure a more secure mobile learning environment.
Eibl discusses the need for research and improvements into information security and 
threat mitigation. “Future work will cover the elaboration of a practical framework, taking care 
of presented design criteria and requirements while providing information security on a high 
level. Risk analysis and management approaches will be applied to identify and mitigate 
common threats in practical e-learning scenarios.” (Eibl, 2009, p. 642) As systems, software, 
and hardware are continually changing along with hacking techniques and methods, security 
must keep up with these changes.
Dewan & Chowdhury emphasize the need to look into securing learning content with the
use of Digital Rights Management. “We plan to extend our work further on mobile eLearning 
content security using Digital Rights Management (DRM) approach.” (Dewan & Chowdhury, 
2013, p. 99) DRM can help to prevent the unauthorized distribution of learning content, such as 
multimedia or documents. This can help to preserve the rights of the publisher/creator of the 
multimedia or documents.
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Shonola & Joy recommend that “...future efforts on security framework should be 
directed to having extremely secured mobile client devices.” (Shonola & Joy, 2014, p. 3340) 
Having a mobile device that is very secure can help to make for a much more secure mobile 
learning environment, along with protecting the data and information that passes through and is 
stored on that mobile device.
Al-Charchafchi et al. makes a very important point in that “...while many researchers 
have been found in the relevant literature with respect to privacy in Social Networks, more 
efforts are needed especially on data leakages that happen to each entity including Social 
Network users, service providers, third and external parties, and how data linkages can produce 
useful information to these parties.” (Al-Charchafchi et al., 2020, p. 358) Another gap that these 
authors identify is the need for performing research into what Social Networks and other parties 
leak in terms of data is very important, because it has been suspected by many security experts 
that Social Networks and other associated parties take and share more data than they admit to. 
That is a potential security threat to users, learning management systems, and institutions.
2.3 Conclusions
Mobile learning has developed rapidly as of recent, and it all has its roots in the Dynabook 
concept by Dr. Alan Kay. With the original concept of a learning device that was wireless and 
had access to information for learning purposes, the only thing that needed to happen since that 
concept was for technology, pedagogy, and the Internet to catch up or be invented. Mobile 
devices in educational settings are becoming very commonplace in 2020 and it is almost an 
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expectation from students that they should be able to access their learning content effectively 
and efficiently via their mobile device from wherever and whenever they choose.
Users have many choices in what type of mobile device they are going to use to access 
learning content and also which type of operating system (Android or Apple iOS being the most 
common on mobile phones and tablets, MacOS and Windows on notebooks) including a mobile 
phone, a tablet, or a notebook. Key factors from a course design side come from the fact that 
courses must work well (conform with display size, allow touchscreen feature access, etc…) 
with mobile devices. Other common themes that were found within this Literature Review seem 
to point towards addressing security concerns within a mobile learning environment, which is of 
high importance because of the information handled and stored within a mobile learning 
environment. Ensuring that data throughout the mobile learning platform is secure can only 
ensure the safety and integrity of user and course information.
Mobile learning environments are valuable to learners and organizations who offer and 
support them. The data and information that is exchanged within that environment is valuable, 
confidential, and therefore important to protect. It is because of this high level of importance that
attacks on that data and information occur at every level of this system. Users need to be 
educated as to how to recognize security threats and how to protect against them.
Mobile devices should be configured and secured so they can help to protect the 
information they exchange and store. Ensuring that the wireless networks, learning 
management systems, and computer networks that host and support mobile learning 
environments are properly configured and maintained to support a high level of security is 
critical if data and information is to be secured. This is an ongoing process, and it requires 
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diligent attention to each element of the mobile learning environment. Negligence in terms of 
supporting a high level of security has a high probability rate of information loss or data 
corruption.
50
CHAPTER 3: THEORY & METHODS
3.1 Theory
The literature investigated above revealed five elements of mobile learning 
platforms/environments that inform the basis of a theory of action to address adequately the 
challenges to privacy and security in such learning contexts. These five interrelated elements 
include the learner, the mobile device, the wireless connection, the learning management 
system and the computer network. Regarding each:
1. Mobile learning begins with the learner and they are the one that will interact with the 
course using their mobile device. From a research standpoint, it is important to 
understand things such as which learning management system platforms they use, if they 
use a VPN to connect to their mobile learning content, and if they have ever had their 
information taken from their mobile device. The opportunities for learners to use mobile 
devices ubiquitously has expanded greatly because two major factors which include the 
development of highly versatile and portable electronic devices and the level of Internet 
access that has become available in so many places.
2. The mobile device is the primary interface that a learner uses to access their learning 
content. What is important to find out is how these devices can be compromised, how to 
secure them from attacks, and how to ensure that users know how to use them properly so
they can help maintain this level of security. Mobile devices are threatened by things such
as viruses and Malware, users careless in their uses of the mobile devices, and from 
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applications that take information from the mobile devices which may or may not be 
protected under various laws such as FERPA.
3. The wireless connection is where a mobile device will connect to receive an Internet 
connection. Establishing an Internet connection is a requirement for accessing an online 
learning platform. Many schools, businesses, and public locations offer hosted Wi-Fi 
access for free but the potential danger comes if the user is not using a VPN on their 
mobile device to connect to the Wi-Fi and/or the Wi-Fi network isn’t configured to 
protect users and information passing on the Wi-Fi network. If information passes 
through a Wi-Fi network in an unsecured manner, that opens up the opportunity for an 
unauthorized individual to collect and analyze the information. This means that 
information such as login credentials (username/password) and confidential student 
information could now be exposed.
4. The learning management system is the platform in which courses are created and served 
from. It is within this system that an enormous amount of data is stored, most of which is 
FERPA protected. Therefore, it is critical that learning management systems is secured to 
protect themselves from attacks. These attacks could include attempts to collect 
information on students, create or delete information, or corrupt their system/database.
5. The computer network that hosts the Wi-Fi network and/or the learning management 
system must be secured to ensure that it maintains a level of security that will help to 
ensure that either of those systems are supported in their requirements from the computer 
network. This means that features such as mobile device management, database security, 
and various Wi-Fi configuration settings are enabled and properly configured to support 
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these systems. If a computer network that hosts a Wi-Fi and/or a learning management 
system is not properly configured and secured, it could mean that there are potential 
security vulnerabilities that could be exploited, therefore weakening the mobile learning 
environment.
The literature points to the need that each of these five elements must either receive security
awareness training, are to be configured to a certain level of security, and continually receive 
security training and configuration to ensure consistent and secure operations as supported by 
Harris et al. “While most IT professionals agree mobile devices pose major security risks, there
is a major lack of mobile device security awareness and training programs in organizations.” 
(Harris, et al., 2013, p. 1) If any of these five elements are not secured, the security threats can 
include theft of unsecured mobile devices, unauthorized access to an unsecured mobile device, 
interception of unsecured Wi-Fi communications which can expose data and communications 
that should be secured, and access to or theft of mobile learning environment user data. As 
noted by Shonola & Joy (2015):
“...many m-learning promoters and developers focus on developing and delivering 
learning content and infrastructure for m-learning system (sic) without adequate 
consideration for security of stakeholders’ data, whereas the use of these mobile 
technologies for learning poses a serious threat to confidentiality, integrity and privacy of 
those involved in teaching and learning, yet traditional security threats are also evolving.”
(Shonola & Joy, 2015, p. 64)
The main proponents of security in mobile platforms include Shaibu Shonola & Mike Joy
(Shonola & Joy, 2014), Murugiah Souppaya & Karen Scarfone (Souppaya & Scarfone, 2013), 
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Jahangir Dewan & Morshed Chowdhury (Dewan & Chowdhury, 2013), John Friedman and 
Daniel Hoffman (Friedman, & Hoffman, 2008). These authors have researched the field of 
mobile device security, security within wireless networks, and security within mobile learning 
platforms and provided a great deal of insight, data, and analysis with recommendations to help 
improve and sustain a secure mobile environment. Each of these authors’ works (as discussed in 
Chapter 2: Literature Review) has contributed highly valuable insights into the field of security 
in mobile learning and informed the theoretical basis of this study. 
3.1.1 Five Elements of a Mobile Learning Platform
Based on the research conducted to this point from the literature, the researcher has discovered 
that there are five elements in a mobile learning platform, as expressed in the following 
diagram:
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Figure 3. 1 The Five Elements of a Mobile Learning Environment (Sletten, 2020)
As noted by Wilson & Hash, “Users are the largest audience in any organization and are the 
single most important group of people who can help to reduce unintentional errors and IT 
vulnerabilities." (Wilson & Hash, 2003, p. 5) and based on this along with other research 
information, users were determined to be the first element. The second element is the mobile 
device based on information such as "...mobile devices are vulnerable to the common security 
threats such as thief of the devices, infections via applications, misappropriation of data, 
interception of communication, Bluetooth intrusions, viruses, payment fraud, automatic data 
transmission and tracing..." (Ismail, 2016, p. 4). The third element was determined as being 
wireless primarily because that is how mobile devices connect to a network, but also supported 
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in the literature "...there are several methods hackers can use to intercept wireless 
communications between laptops, handheld devices, cell phones and other mobile devices." 
(Friedman & Hoffman, 2008, p. 173). The fourth element in a mobile learning environment was 
determined as being the learning management system and the fifth is the computer network that 
supports the learning management system and/or the wireless network users connect to access 
their learning content, as noted by Shonola & Joy "The server sub-framework is developed to 
protect the m-learning host systems from various threats and attacks."(Shonola & Joy, 2014, p. 
3338). Surrounding the five elements of a mobile learning platform are the continual presence of
threats and risks to the five elements, and as noted by Shonola & Joy "A threat is anything that 
has potential to cause serious harm by disrupting the operation, functioning, integrity, or 
availability of a network or device and it can take any form of sabotage and can be malicious, 
accidental, or an act of nature." (Shonola & Joy, 2014, p. 3335), where a risk would be the 
potential for anything bad to occur.
3.2 Rationale and Purpose
3.2.1 Purpose of the Study
The purpose of this study is to determine the level of security there is in a mobile learning 
environment at two sites, A & B, as detailed later in this section.
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3.2.1.1 Research Question
"How can mobile devices, users, learning management systems, and computer networks 
support a secure mobile learning environment?" 
3.2.1.2 Research Sites
The research sites for this study involve two schools in the suburban Chicago area, one 
directly west of the city of Chicago (henceforth ‘Site A’, and one in the northwest suburbs of 
Chicago (henceforth ‘Site B’).
3.2.1.3 Time Line
The time line for this research was:
 July 1st through July 22nd, 2020-Meet with Committee and receive approval for research
 July 22nd, 2020-research begins
 August 1st, 2020-data collection concludes
 August 2nd through August 15th, 2020-data analysis
 August 15th through August 31st, 2020-write up research results
 September 1st, 2020-present findings to the Committee
 September 2nd through December 1st, 2020-edit Dissertation based on the Committee 
feedback and present as required.
 December 2nd through December 11th, 2020-make final Dissertation presentation to the 
Committee.
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3.2.2 Rationale for the Choice of the Mixed Methodology
A mixed methodology for this research was selected as the most appropriate fit. During the 
examination of the literature regarding mixed method research, this interesting point was found 
“Mixed methods research offers great promise for practicing researchers who would like to see 
methodologists describe and develop techniques that are closer to what researchers use in 
practice. Mixed methods research as the third research paradigm can also help bridge the schism 
between quantitative and qualitative research...” (Johnson & Onwuegbuzie, 2004, p. 15)
This research fits these criteria because it seeks to find an answer to the question of 
security in a mobile learning environment, it will use a pre-defined set of procedures in the 
process to collect evidence, and produce findings that were not known prior to this research. As 
reinforced by Merriam & Tisdell (2016), “In its broadest sense, research is a systematic process 
by which we know more about something than we did before engaging in the process.” (Merriam
& Tisdell, 2016, p. 5) This research will be a systematic approach and process to determine more
about the security in a mobile learning environment at two research sites, for which nothing is 
known regarding the research question.
Another point in terms of rationale for choosing the mixed method for this research 
because it allows the research to be conducted and reported using a case study. As noted by 
Lichtman (2012) is that a “...case study is an approach without philosophical underpinnings.” 
(Lichtman, 2012, chapter 4) This research has no philosophical underpinnings because it is a 
research project that determines the level of security in a mobile learning environment and there 
is no attachment or correlation to a philosophic theme. In addition, the mixed method can 
“...provide the researcher with the opportunity to corroborate findings across methods, elaborate, 
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enhance, or clarify the findings from one method or expand the depth and breadth of findings...” 
(Halcomb, 2018, p. 499).  These textual descriptions can be expressed through the use of a case 
study in the data reporting and findings. Case study will attempt to best represent the findings of 
the research, and as noted by Denzin & Lincoln (2013) “Nothing stands outside representation. 
Research involves a complex politics of representation. This world can never be captured 
directly; we only study representations of it.” (Denzin & Lincoln, 2013, p. 43) This helps the 
reader to understand not only representation, but research, and how the world can be studied.
In addition, the use of the Internet will help to make this process work more efficiently 
and effectively, especially in the time of the current COVID-19 pandemic. The Internet provides 
a large opportunity for research to be performed, and the research that is being conducted in this 
project will use the Internet in many ways. This research will be conducted using the Internet to 
solicit participants, disseminate surveys, and collect results. If it were not for the Internet and 
various applications such as the Zoom web conference tool, this research might be very difficult 
to conduct during the COVID-19 pandemic.
3.3 Methods
3.3.1 Target Population and Sample
This study will use case study to investigate the veracity of the five elements, proposed as 
necessary to secure a mobile learning environment – the learner, the mobile device, the 
wireless network, the learning management system, and the computer network that hosts the 
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wireless network or learning management system. A case study “...is a research approach in 
which one or a few instances of a phenomenon are studied in depth.” (Given, 2008, p. 68)
The key goal of this research will be to determine what levels of security exist in the 
mobile learning platform in two different research sites. These sites were selected because the 
researcher is currently employed at both sites, thus providing this research access to the sites. 
The research will include four different categories of participants at site A and site B, which 
include students, faculty, learning management system administrators (one from each site), 
and computer network administrators (one from each site). These groups of participants were 
chosen because they represent the four categories of human participants in the five elements 
of the mobile learning platform.
The targeted sample size is to collect survey results from at least fifty students and faculty 
from each site, survey results from the learning management system administrators at both 
sites, and survey results from the computer network administrators from each site. A sample 
size of at least fifty students and faculty from each site is realistic, but the end result will 
probably be that over fifty students and faculty will respond from each site. This is because 
the survey in this research is online and an invitation to take part in this study is going to be e-
mailed and posted in the sites online learning courses in their learning management systems. 
These groups represent users in mobile learning environments because many of them have 
mobile devices and there is a high percentage chance that they are using those devices to 
access their online learning content. There is only one learning management administrator and
one network administrator at each site, so that is a realistic expectation to collect survey 
results from these participants.
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3.3.2 Procedures
Mixed method research is the proper means of conducting research for this project because the 
data that is being collected is both qualitative and quantitative. The use of survey questions that 
have been carefully crafted and designed to collect information that is relevant to the subject will
help to inform the researcher as to the level of security that exists in the mobile learning 
platforms at the two research sites. The relevance of mixed methods research regarding my 
objectives is affirmed by this quote from Brannen:
“...there is increased demand for research to inform policy and for practical rather than 
scientific research, again a trend that may work against specialization in either 
qualitative or quantitative research...” (Brannen, 2005, p. 174)
Mixed method research will allow for the collection of data from the two research sites 
regarding the question of security in a mobile learning environment at both sites and then 
interpret the results. One difficulty found in qualitative research, as noted by Creswell, is that:
“Philosophically oriented writers for years have debated whether mixed methods research is
possible because it mixes worldviews or paradigms. They ask: Can paradigms (ontologies 
or realities) be mixed? Some writers adhere to the idea that paradigms or worldviews have 
rigid boundaries and cannot be mixed.” (Creswell, 2013, p. 275)
Regarding surveys, it will allow for questions to be asked of students as to their use of and 
interaction with mobile learning. In the research to find out more about surveys, a valuable 
resource from Krosnick, et al. was found, who provide many interesting and valuable points 
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about surveys. This work provides many pieces of valuable information that help to answer the 
questions about the future of survey research. Some more notable ones include:
1. “Multiple contact attempts may increase response rates substantially...” (Krosnick et al., 
2015, p. 6)
2. “In visual displays, present no more than four visual elements…” (Krosnick et al., 2015, 
p. 8)
3. “Collect as much information about the process and context of the survey data collection 
as possible...” (Krosnick et al., 2015, p. 9)
4. “To maintain the credibility of survey data and survey-based empirical claims, 
researchers should be as transparent about research practices as possible...” (Krosnick et 
al., 2015, p. 10)
This work applies to this research because it provides a variety of information that helped in 
understand what we should consider when conducting survey research. This includes 
understanding that attempting to contact potential participants is a legitimate technique, along 
with the amount of information that should be collected, and maintaining credible transparency 
throughout the process are all important considerations in the survey process.
Singer also offers a potential problem in that of how consent is documented. Those 
researchers who request a signature for consent and do not receive it because the respondents 
refuse to sign, found that “...it was the request for a signature that deterred them from 
participation.” (Singer, 2011, p. 89) The author found that it was this which deterred the 
potential respondents from participating in a survey, which has a net effect of reducing the 
amount of participants.
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Qu & Dumay note in their conclusion that “...researchers need to have the ability to self-
critique their methods and approaches, and to critique others. The ability to be self-critical 
means that we, as researchers, can continually develop our skills and contribute to the 
knowledge and skills of others.” (Qu & Dumay, 2011, p. 261) I found this passage to be of 
value and meaningful because it shed light on the value of self-critiquing of methods we 
choose and how we approach research.
3.3.3 Participant Selection
Given the circumstances of the COVID-19 pandemic and how many institutions are closed 
down on campus, the data collection process will use online surveys. The online surveys will 
be sent out to all four participant groups using SurveyMonkey, which is an online survey tool.
3.3.4 Protection of Participants
Protection of participants will be provided based on the guidelines and limitations of the IRB 
protocol and Informed Consent statements from the University of Illinois, Urbana-Champaign, 
site A's IRB requirements, and site B's IRB requirements. This includes site names, student 
names, learning management system administrator names, and computer network administrator 
names. Data will be stored on a University of Illinois, Urbana-Champaign online Box account 
that is password protected with multi-factor authentication required for access.
3.3.5 Case Study Methodology
Case study is an appropriate component to this research because it will help to report on the data 
collected, the analyzed data, and the ultimate outcomes of what the research found. It has been 
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around for a long time and is an important tool for qualitative research, as “Case studies were 
one of the first types of research to be used in the field of qualitative methodology.” (Rebolj, 
2013, p. 29) The case study has been used in many fields for qualitative research including 
education, social work, and social sciences among others, and “Case studies provide a means for 
highlighting and extracting practical principles and methods for shaping and accelerating 
progress in solving wicked real world problems.” (White et al., 2013, p. 1)
The importance of designing a case study from the start cannot be understated, as 
reflected in this quote from Baxter & Jack:
“For the novice researcher, designing and implementing a case study project, there are 
several basic key elements to the study design that can be integrated to enhance overall 
study quality or trustworthiness. Researchers using this method will want to ensure 
enough detail is provided so that readers can assess the validity or credibility of the 
work. As a basic foundation to achieve this, novice researchers have a responsibility to 
ensure that: (a) the case study research question is clearly written, propositions (if 
appropriate to the case study type) are provided, and the question is substantiated; (b) 
case study design is appropriate for the research question; (c) purposeful sampling 
strategies appropriate for case study have been applied; (d) data are collected and 
managed systematically; and (e) the data are analyzed correctly...” (Baxter & Jack, 2008, 
p. 556)
Correlating each of the five points that appear in this quote to the research here, first this study 
question for this research is clearly written. It is easy to understand that if this isn’t clarified from
the start, then it is very difficult for the work to proceed. Second, the research question that has 
64
been created is appropriate for a case study, in that both sites A and B can provide information 
and inform the question, all of which can be reasonably written within a case study framework. 
Third, there are purposeful sampling strategies that have been proposed and created for the 
research using surveys. An interesting side point to mention here is the support from Robert 
Stake in the flexibility for change in the design research “Contrary to Yin who suggests a really 
tight and structured design for case study method, Stake argues for a flexible design which 
allows researchers to make major changes even after they proceed from design to research.” 
(Yazan, 2015, p. 140) This allowance for change even after the research has begin could provide 
to be valuable in this research, if the need for change is determined by the Dissertation 
Committee. Fourth, the data that will result from the research will be collected and managed 
systematically as per the guidelines and requirements set forth in the IRB documents from the 
University of Illinois, Urbana-Champaign and the two research sites. Last, it is understood by the
researcher that the data must be analyzed correctly and this is in order to produce meaningful 
results. If the data is not analyzed correctly, then the results will have little to no meaning at all. 
This is also supported from the literature in “The quality of a case study, thus, does not depend 
on providing detailed evidence for every step of a causal chain; rather, it depends on a skillful 
use of empirical evidence for making a convincing argument within a scholarly discourse that 
consists of competing or complementary theories.” (Given, 2008, p. 71) 
3.3.6 Surveys
This research will use surveys as one of the research instruments and as noted “The term survey 
instrument is often used to distinguish the survey tool from the survey research that it is designed
to support.” (Glasow, 2005, p. 1-1) A survey for this research is an appropriate means of 
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conducting research as “Surveys are capable of obtaining information from large samples of the 
population...Surveys are inclusive in the types and number of variables that can be studied, 
require minimal investment to develop and administer, and are relatively easy for making 
generalizations...” (Glasow, 2005, p. 1-1)
The information that this research hopes to collect will help to inform as to the question 
of security in a mobile learning environment at two research sites. Variables that will be studied 
include security aspects such as user training, mobile device use, and type of learning 
management system that is accessed via the mobile devices. “The design of a survey is crucial to 
its success and all potential sources of survey error – coverage error, nonresponse error, 
measurement error, and sampling error – must be considered at the design stage.” (Singer, 2011, 
p. 111) The survey questions that have been created for this research, which are for the students 
at research sites A and B, have been carefully thought out and created to elicit answers and 
information that will help to inform the research question for this work.
With the current state of the COVID-19 pandemic and many institutions and 
organizations on total shut-down, the use of the Internet to conduct research is of vital 
importance. “Researchers and research consumers are rapidly transitioning to demands and 
expectations for sophisticated uses of electronic surveys and measures.” (Reynolds et al., 2007, 
p. xxii) Therefore, the need for knowing how to effectively design and implement electronic 
surveys and measurements has become crucial in the research field. The survey for learners in 
this research has questions that can easily be loaded into an online research tool such as 
SurveyMonkey. Once the questions are loaded, the survey is ready for respondents to take part. 
An e-mail will be sent out at the research sites A and B, along with an announcement asking for 
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participation in Blackboard, which both sites use and their learning management system 
platform. The survey will go out and results will be collected.
Regarding participant anonymity and privacy, this is established and guaranteed through 
the protocols and standards set forth within the IRB protocols and paperwork from the University
of Illinois, Urbana-Champaign, research site A, and research site B. “One approach to dealing 
with the issues surrounding privacy and confidentiality concerns is to offer anonymity to the 
respondents.” (Krosnick, et al., 2015, p. 94) Anonymity is offered to the respondents of the 
survey in this research, and they are not required or asked for their names or any other identifiers
when responding to the survey. This can help to ensure that the participants feel comfortable 
participating in this research and that there will be nothing about them that will be collected, 
analyzed, or disclosed in the storage, analysis, or reporting phases of this research.
Once the survey results have been collected, it is then time to analyze the data. “Survey 
research demands the same standards in research practice as any other research approach, and 
journal editors and the broader research community will judge a report of survey research with 
the same level of rigour as any other research report.” (Kelley et al., 2003, p. 266) The level of 
standards and rigor that has been applied to this work has been in based on consultation and is 
within compliance of the standards set forth by the IRB offices at the University of Illinois, 
Urbana-Champaign, site A and site B. The survey data will be stored in an online Box account as
per the IRB approval documentation for this research, with any identifiers removed.
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3.3.7 Data Collection
This study will use case study to investigate the veracity of the five elements, proposed as 
necessary to secure a mobile learning environment. Case study fits the objectives of this 
research because as noted by Robert Stake “Qualitative case study was developed to study the 
experiences of real cases operating in real situations.” (Stake, 2005, p. 3) The research, using 
surveys as the instrument, will focus on four different categories of participants at site A and site
B, which include students, faculty, learning management system administrators (one from each 
site), and computer network administrators (one from each site).
This research will use online survey questions for students and faculty that are both 
qualitative and quantitative. The researcher will load each of these questions into an online 
survey tool such as SurveyMonkey and will send them out to students at both of the survey sites.
These questions will enable the gathering of information that pertains to the students’ 
understanding of security on their mobile device, social media applications they may have 
installed on their mobile device, and other questions that relate to the learning management 
system they access and if they have ever had their data compromised or stolen from their mobile
device. It is important to gather research data on this and understand what the students 
understand about security, the social media applications they have installed, and also if they 
have had a security incident with their mobile device occur. All of this can help in establishing 
how much of each of these factors occurs in the two research sites.
This research will use survey questions for learning management system administrators 
that are both qualitative and quantitative. These questions will collect information what learning 
management system is being used at each site, how much experience the learning management 
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administrator has and with which platforms, and what types of procedures do they use to ensure 
that the learning management system is backed up, secured, and how the data is secured.
This research will use survey questions for computer network administrators that are both
qualitative and quantitative. These questions will collect information that relate to any wireless 
network that may be hosted on the sites computer network, security implementations, if there 
have been any FERPA violations, how the learning management system is set up on their 
network (if at all), and if they use two-factor authentication for mobile device users. Some of 
these questions the computer network administrator might hesitate to answer and maybe not 
answer at all because of security concerns and the secrecy involved with their system settings 
and configurations. For example, a learning management system administrator may not know 
how to respond to some of these questions. An example of this would be with backup and 
security strategies for learning management system data because in a lot of cases a learning 
management system is contracted, such as Blackboard or Canvas. As an alternative to not 
answering this type of question, the learning management system administrator may point me 
towards the Blackboard or Canvas website which may contain information about their security 
strategies, in which case that would be public information.
3.3.8 Data Analysis
Once the data has been collected it must be stored in accordance with the University of Illinois, 
Urbana-Champaign IRB protocol form. In accordance with this IRB protocol form, data that is 
collected will be stored in a Box online account as per this form, section 17B. Also designated 
in that same section of this IRB paperwork is how all written consent, assent, or parental 
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permission forms are stored separately from the data, the data that is collected or provided 
without identifiers, and data is recorded without identifiers. Securing data in this UIUC-
approved location will help to maintain the security and integrity of the data itself, which is 
crucial to help ensure the anonymity of the participants, their responses, and the validity of this 
research.
Data analysis will include looking at the results of the online surveys from both sites and
compiling that data, finding meaning and grouping results into categories and themes that 
present themselves upon review. Categories and themes can and may include types of mobile 
devices used, learning management system that students access, and how much security has 
been applied to wireless networks at sites A and B. Data analysis will yield results that provide 
the basis and insight on how much security exists within the mobile learning platforms at sites A
and B.
Once this data is fully interpreted and analyzed, the reporting phase of the process can begin. 
This will allow for the opportunity to present the results of the data collection and the 
interpretations found within. These results will point towards answers of the research question in
terms of how security is supported in a mobile learning environment at both sites, or not. It is a 
guess at this point that site B will have a much stronger security posture over that of site A. This 
is because site B is very well funded and has a very large Information Technology Department 
that has a broad range of experts on staff. Site A has less funding and fewer Information 
Technology personnel, and they have a smaller amount of staff in their department. It will also 
be of interest to see the level of security awareness that the students have and have possibly 
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received, and is an assumption that the students at site B will have an advantage over those at 
site A because of the level of security training and awareness that site B provides to its students.
3.4 Instruments
3.4.1 The Role of the Researcher
Assuming the role of an inside researcher allows for the investigation the question of security in
a mobile learning environment. This is validated through the following quotation from Denzin 
& Lincoln (2013) in that “Once insider status is established, researchers may assert that their 
insider position allowed them to have insights that outsiders could not...”(Denzin & Lincoln, 
2013, p.555) The role of inside researcher is valuable to this research because being able to 
have access to the students and administrators and sites A and B would otherwise be difficult 
from a position of being an outsider and trying to gain permission to conduct research with sites
unfamiliar with the researcher.
3.4.2 Guiding Survey Questions 
Survey questions will collect data to understand more fully how mobile device users interact 
with their mobile device security from a mobile learning perspective, how learning management 
system administrators protect their learning management system systems, and how computer 
network administrators protect their networks for mobile device users and other systems. All 
questions for each of the four survey participant groups can be found in appendix A.
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Questions for students and faculty included asking them their age, gender, race, major, 
what they teach, types of mobile devices they use, and general questions about security and 
security awareness training. The researcher created these questions to help inform the researcher 
as to the demographic makeup of the participants, the devices they use, and their general 
understanding and status of security in a mobile learning environment. 
The online surveys for learning management system administrators and network 
administrators from each research site included questions regarding which type of learning
management system they manage, how long they have managed it, technical questions 
regarding things such as backups and system configurations, for example. Asking these 
questions helps to provide insight on how these systems are secured, if they are secured, 
and other technical aspects that pertain to the research.
3.5 Ethical Considerations
In terms of ethical challenges and working within the boundaries that are established by the 
University of Illinois, Urbana-Champaign and my two research sites IRB Offices, many of the 
potential ethical obstacles or challenges have been addressed or will be addressed. This 
research has full support from all three institutions, and the IRB protocol for this research has 
been approved at all three institutions.
However, limitations and ethical issues may present themselves including:
 “Negotiating access to your own work situation as an area being researched and securing 
consent for the research to take place.
 Promising anonymity and confidentiality to your own colleagues.
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 Possibly challenging the value system of your organization or professional field in some 
way.
 Interviewing your own colleagues.
 Managing the power implications of your work and your positioning as a researcher and 
as a practitioner within your research project.” (Costley et al., 2010, p. 5)
Of the points mentioned in the quote above, the ones that are being addressed with the IRB 
Offices and colleagues at the sites for this research include #1, 2, and 4. Full support, in writing, 
from both research sites have been obtained at this time. The question of promising anonymity 
and confidentiality to colleagues is expressed and guaranteed through the IRB paperwork and 
disclosure statements. Regarding #3, the value system will probably not be challenged within 
these sites, but their level of security within the mobile learning environment could be 
challenged.
There are ethical issues that must also be considered in surveys. In the article by Singer 
titled Ethical Issues in Surveys (Singer, 2011), the author provides a critical examination of the 
ethical issues in surveys and discusses various laws and regulations that surround surveys such 
as the Code of Federal Regulations for the Protection of Human Subjects (45 FCR 46), the 
Helsinki Declaration, and the Belmont Report, for example. Regarding the ethical treatment of 
human subjects, the author notes that:
“Informed consent requires (a) providing enough information about potential benefits and
risks of harm to permit subjects to make informed participation decisions; (b) assuring 
that the information is understood; and (c) creating an environment that is free from 
undue influence and coercion. In addition, (d) research organizations ordinarily need 
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some evidence that subjects have, in fact, been adequately informed and have agreed to 
participate. How easy is it to create these conditions in the context of real-life research?” 
(Singer, 2011, p. 85)
Singer asks “...how much detail should be communicated in order to inform them (potential 
respondents) adequately...” (Singer, 2011, p. 86) If there isn’t enough detail provided to the 
potential respondents, then they haven’t been adequately informed. A recommendation is 
suggested in that potential respondents be supplied with a list of frequently asked questions and
answers prior to the survey taking place, or their committing to participating in it.
Ethical boundaries and standards must be respected at every level during this research. It is 
of the utmost importance to make sure that every form from every IRB office is up-to-date, 
each IRB office has been properly contacted and informed of the request for this research, and 
the research along with data analysis is conducted with extreme care. This will help to ensure 
that these ethical standards and boundaries from the University of Illinois, Urbana-Champaign, 
site A, and site B are met and exceeded, helping to ensure that this research is valid, ethical, 
and recognized as being credible.
3.6 Summary
Overall, the mixed method of research using case study best suits this research because it allows
for an in-depth investigation of the five elements/factors that impact on security issues in 
mobile learning environments with a wide range of stakeholders in two sites. The goal is to 
determine the levels of security that are or are not present at sites A & B.  It is anticipated that 
the data collected will shed light on the security issues in a mobile learning environment at two 
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sites that will be compared. The aim is to illuminate the level of awareness about security issues
within mobile device learning environments and to illustrate the impact of levels of engagement
with the five factors proposed as necessary for security.
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CHAPTER 4: DATA & ANALYSIS
4.1 Research Implementation
The research for this project was implemented via the use of SurveyMonkey and it consisted of
four sets of survey questions, one for each group – students, faculty, learning management 
system administrators, and computer network administrators. The IRB office provided 
information on how to send out the surveys to each participant group. The following is a 
summary of what transpired.
A representative from site A sent out a link to the students and faculty groups that was 
provided to them from the researcher, which was generated in SurveyMonkey and forwarded it 
to that person at site A. The range of students and faculty who received the e-mail with the link 
to the surveys included all disciplines taught and major types for students, and all disciplines 
and departments for faculty. There was no particular subject area(s) of focus selected as these 
surveys went out to all students and faculty at site A.
The researcher sent survey links directly to the learning management system and computer 
network administrator, as those were each just one person. Those contact e-mail addresses were
sent directly to the researcher with the name of each administrator. Site A did not provide a 
number of how many students or faculty received a survey e-mail, but their current student 
enrollment is 11,577. In total, from site A there were 261 student responses, 72 faculty 
responses, and a 100% response rate from the learning management system and computer 
network administrators, one of each respectively.
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Site B provided an e-mail list of randomly selected students (3,040 total) and randomly 
generated faculty (179 total) to the researcher, along with the direct e-mail for the learning 
management system and computer network administrator. This randomization remained, as was
the algorithm used in the randomization process. This means that the range of students and 
their majors varied randomly, as well did the disciplines taught for the faculty being random. 
There was no particular subject area(s) of focus selected as these surveys went out to random 
students and faculty at site B.
E-mails to all the random participants in the lists provided for site B, besides e-mailing the 
learning management administrator and computer network administrator directly with the e-
mail and name provided by the IRB Office contact person from site B. In total from site B there
were 193 student responses (6.348% response rate), 24 faculty responses (13.4% response 
rate), and a 100% response rate from the learning management system and computer network 
administrators.
Implementing this study aligned with my theoretical foundation, research questions, and 
hypotheses in that the questions that were asked in each survey were designed to be mixed-
methods and geared directly to answer different question types that include simple yes/no, to 
the more in-depth questions asked of computer network administrators that explored particular 
information such as security implementations and system configurations to user perceptions of 
security and training.
The researcher selected each of these groups of participants to take part in this study based 
on the Five Elements of a Mobile Learning Environment theory that appears in the Theory 
section of this work. Choosing these groups of participants directly from the Five Elements of a
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Mobile Learning Environment theory is necessary and justified because these are the direct 
participants within that environment and are key informants as to the information and data that 
can be collected from their respective roles. This includes users (students and faculty), learning 
management system administrators from the learning management system element, and 
computer network administrators from the computer network element. The students, faculty, 
learning management system administrators, and computer network administrators can inform 
as to the mobile devices element besides the wireless networks element.
Through asking survey questions from the people who are involved in the Five Elements of 
a Mobile Learning Environment theory (users that include faculty and students, learning 
management system administrators, and computer network administrators), it becomes possible
to determine what these participants’ perceptions of mobile learning are along with levels of 
security that exist within the mobile learning platforms at the two research sites. Answers to the
hypotheses that are proposed in Chapter 1 in the Hypothesis section can be answered later in 
Chapter 5.
4.2 Research Site Information & Demographics
Research site A is located fourteen miles west of Chicago, Illinois. It is a two-year community 
college with a total faculty of just over two-hundred and seventy with a student/teacher ratio 
of 41:1. It has a student population of approximately 11,577 students, of which 29% are full 
time. Minority enrollment is 56% with most of those being Hispanic. This school is in an area 
that has a median income of approximately $52,000 per year. It serves a blue-collar working-
class group of people in this region.
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One of the biggest challenges for the students at site A is access to modern technology 
because technology costs so much and it is difficult for students to find money to buy this 
technology. This school provides some computers on campus for students, but with the current
COVID-19 pandemic, access to these machines is greatly reduced.
Research site B is located 30 miles northwest of Chicago, Illinois. It is a two-year 
community college with a total faculty of over four hundred and a student-teacher ratio of 
37:1. It has a student population of approximately 14.957 students, of which 36% are full 
time, minority enrollment is 35% with most of those being Hispanic. The median household 
income in this area is $72,000 per year. 
An enormous challenge for the students at site B is access to modern technology because 
of the cost of new technology, and it is difficult for students to find the money to pay for it. 
This school provides some computers on campus for students, but with the current COVID-19
pandemic, access to these machines is greatly reduced. This school has more computing 
resources for its students than site A does due to grants and funding.
4.3 Data Narrative
In the following section, all data that was collected is presented and analyzed. In each graph 
image, the blue bar represents research site A, while the red bar represents research site B. 
There were a lower number of responses from site B, indicated by the red bar in each graph, 
even though these surveys were sent out at the same time and collected at the same time.
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4.3.1 Students
4.3.1.1 Age and Demographics
What this research discovered based on questions in this survey is that for students at both 
sites, the average age is between 18-21. Most of those who responded are female, either 
Caucasian or Hispanic-Latino. Figure 1 below informs as to the student race makeup:
Figure  4.1 The results of the race composition of the students who were surveyed.
The highest percentage of responses came from White or Caucasian or Hispanic-Latino. The 
Hispanic-Latino finding is in line with the demographic makeup for most of students for site A,
and was the second largest respondent group for Site B which is also in line for their 
demographic makeup. As to the question of why the other groups are not responding in higher 
numbers, that could be explained either by looking at a comparison by percentage of the 
enrollment rates from each site, or possibly because of a lack of technology access. Also, it 
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must be taken into account that COVID-19 is occurring during this research, which is probably 
affecting the data.
The figure below shows the gender of the student respondents:
Figure 4.2 Indicating the gender of the students from both research sites.
The interpretation for the higher percentage of female responses versus male is not clear to the 
researcher. There is really no clear sign why more females responded than males, but both 
research sites had more females who responded versus males. 
4.3.1.2 Mobile Device
Both sites support this data that was collected of device preference as seen in Figure 4.3 below:
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Figure 4.3 Results showing students device preferences.
For students from both research sites, using a mobile device is the overall high-percentage 
choice of preferred mobile device. What this means is that students from both research sites are
using mobile phones as their primary device for accessing their learning content, and also 
shows that the ubiquitous nature of mobile phones is being leveraged by the students. The 
portability and ease of use of a mobile phone helps to make this possible.
When student users were asked if they felt their mobile device(s) are secure enough to have 
a secure online learning experience, the majority at both sites believed it was-see figure 4.4:
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Figure 4.4 Results showing how students feel about the security of their mobile learning
experience.                                                               
Most students at both research sites share a perception that their mobile devices are secure 
enough for their learning to occur. What this means is that students from both research sites feel
and perceive the level of security that they have on their mobile device is adequate for what 
they are doing in their mobile learning experience. The high number of positive responses 
showing a secure learning experience may only be based on perception and not on actual 
factual knowledge and is difficult to determine without further investigation. Just because there
is a perception of security doesn’t mean it exists and is functioning correctly.
Most students from both sites responded that they have social media applications of various 
types installed on their mobile devices as seen in figure 4.5:
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Figure 4.5 Showing the social media applications that students have installed on their mobile
devices.
Most of student participants from both research sites show that they use mainly Facebook, 
Instagram, and TikTok, along with Snapchat which wound up in the “Other” category. As found
in the research and previously noted in this work, “One of the main objectives of the SM 
existence is information sharing; therefore, people who want to make benefit from SM services
cannot avoid sharing different types of information including their personal data.” (Al-
Charchafchi et al., 2020, p.359) Therefore, because students have social media applications 
installed on their mobile devices, it is hard to determine exactly what information these social 
media (SM) applications are taking from the mobile devices. This is because the creators of the
applications do not fully disclose what exactly they do with that information, such as sell it to 
third parties or use it for their own purposes. This selling of user data that has been collected to 
a third party without user consent or knowledge can be of concern because that data could be 
PII or FERPA protected.
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Most of respondents from both sites answered that they have not had their data 
compromised, which is illustrated in figure 4.6:
Figure 4.6 Showing the responses of students who have or have not had their data
compromised.
This data is skewed because it is difficult to tell whether someone has had their data 
compromised and in addition, social media applications usually do require the person installing
the application to agree to a Terms of Service agreement. That usually entails the user to 
agreeing to allow the social media application to collect information from their mobile device, 
including audio, pictures, and other data. For those who indicated they have had their data 
compromised, it was a low response rate. This is also skewed because of the difficulty to know 




The research also found other aspects with regards to security and the secure use of mobile 
devices from the question about the use of a virtual private network as seen in figure 4.7:
           
Figure 4.7 Reports the number of student users who do and do not use a virtual private
network.
This is interesting in that most users from both research sites have not had their data comprised 
and do not use a virtual private network, which enhances security. Not using a VPN opens up a 
device’s communications to potential hacking or eavesdropping, which is one security threat. 
One potential reason the number of users who responded no was so high is because a good 
quality VPN service costs money, and even though that is a low amount per month 
(approximately $5), most users still do not want to pay the extra money for it. Using a good 
quality VPN enhances security, but making users understand the value of subscribing to a VPN 
service is sometimes difficulty and the biggest barrier is the monthly cost.
Data showed that most users at both sites do not connect to an unsecured Wi-Fi network, as 
shown in figure 4.8 below:
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Figure 4.8 Informs on if student users connect to an unsecured Wi-Fi to access mobile
learning.                                                          
This is interesting also because as the data collected from the computer network administrators 
showed that the Wi-Fi networks at both site A and site B are unsecured Wi-Fi networks. This is 
a contradiction in perception versus reality. The perception of the student users is that they are 
connecting to a secure Wi-Fi network, which both administrators showed is not the case. The 
actual security that the users are seeing is probably coming from the lock icon they see in the 
upper left hand of their browser, showing the use of SSL/TLS encryption. That provides 
encryption, however, an unsecured Wi-Fi connection (which is the reality at both research sites)
still leaves open the possibility of eavesdropping on that Wi-Fi network. If any data is not 
encrypted, then that could be used by the hacker/attacker in some sort of future attack.
4.3.1.4 Learning Management System
Student participants from both research sites showed that most them spend over one hour 
accessing their online learning via their mobile devices, stated in the chart below:
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Figure 4.9 Shows the duration of a mobile learning session for student users.
This amount of time spent logged into their online learning shows that the use of mobile 
devices to access online learning content is beyond just minimal access, it represents the fact 
that mobile devices as primary devices to access learning content. This comes as no surprise 
considering the COVID-19 pandemic that has taken hold in the United States and globally. It 
would be expected that a lot of online learning is occurring since many colleges and institutions
are closed. As stated in a previous question, the preferred device for accessing their learning 
content is a mobile device, and its ubiquitous nature, and therefore makes it much easier to be 
logged in for a period because of ease of use and device familiarity.
These participants also showed that most of them are accessing their learning content more 
than once per day:
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Figure 4.10 Shows the frequency of logins per day for student users.
Figure 4.10 shows that mobile learning is supported through the use of mobile devices (phones,
tablets, and notebooks) in that if it was not as readily convenient, this chart would probably 
have different results because students would log in via a non-mobile device. Meaning, 
students would have to be in a fixed location with a desktop machine which does not support a 
ubiquitous form of learning, from anyplace at anytime. The sign that students from both sites 
are logging in more than once per day may also result from the current COVID-19 pandemic, 
in that instead of a physical classroom experience, students from both sites are leveraging their 
mobile devices for their online learning experience.
4.3.1.5 Computer Network
The security in the mobile learning platforms at both research sites comes from the learning 
management system in using SSL/TLS encryption and also at the computer network level. The 
users may not exactly know that they are connecting to an open-channel Wi-Fi network, but see
the security lock symbol in the upper left-hand corner of a web browser showing the use of 
SSL/TLS and think that is securing their Wi-Fi session. That security (SSL/TLS) is coming 
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from a different place, which is the computer network and learning management system sides. 
This means that the data being exchanged in the learning management system is encrypted 
because of SSL/TLS, however, if there are any security flaws within that security (i.e. an 
expired certificate), then that security could have a potential vulnerability. Vulnerabilities to 
data exchange in an unsecured Wi-Fi network could include SSL/TLS that is not properly 
configured and/or users who are connected to unsecured (not using SSL/TLS) sites and are 
exchanging data via that Wi-Fi network. All of that data could be exposed and easy to read for 
someone using a software tool such as Wireshark.
4.3.1.6 Security Awareness Training
It was indicated by students from both research sites that most had not received security 
awareness training:
Figure 4.11 Showing the amount of students who have received security awareness training.
This sign of a lack of security awareness training informs the researcher that there is a need to 
provide security awareness training to students. The results are both very similar in both sites, 
which shows a relatively equal lack of security awareness training.
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4.3.1.7 Recommendations from Students for Security Awareness Training Improvements
When students were asked what would make for more engaging security awareness training, 
responses included:
1. “Make it part of the beginning of online classes – pre-course start prerequisite maybe?”
2. “I’m not sure.”
3. “To just take a class that will make you aware of what could happened.”
4. “Give more real life examples.”
5. “Knowing the risks of not having good security on the web.”
This shows that some are not sure or aware of security awareness training, while some are and 
have some good ideas and input on how to make security awareness training more valuable to 
them. Incorporating examples of what students are looking for, or have questions about, could 
help to focus the security awareness training overall and potentially lead to more effective 
training.
4.3.1.8 Student Participant Group Synopsis
For the student user participant group, students from both sites with the highest responses have 
an average age range of 18-21, are female, either Hispanic or Latino or Caucasian, and the high
percentage of respondents major in Healthcare. Most of the students who responded in this 
study use mobile phones to access their learning content. The majority of student respondents 
use Blackboard between 10AM and 2PM more than once per day for over one hour. These 
students access over three courses on a high percentage basis. This high frequency of logging 
in and the duration of the login session could be attributed to the current COVID-19 pandemic 
that is affecting the world at the moment. That could also be supported by the research finding 
that many are accessing over three courses, which indicates their course load is online.
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The students who responded in this survey showed they do not connect to unsecured Wi-Fi 
networks to access their mobile learning content, and many students do not use a virtual private
network. A high percentage of students showed they have never had their data comprised. 
Students in this survey view security on their mobile devices as either secure or mostly secure, 
and they feel their mobile device(s) are secure enough for their mobile learning experience. 
Many have social media applications such as Facebook and Instagram installed on their mobile 
devices. Most responses show they have never received security awareness training.
Differences from both sites include the following. First, there was a significantly higher 
Hispanic-Latino response rate from site A over site B. This would be in line with the 
demographic profile of the student population from site A, which has a very high Hispanic-
Latino population. Second, there was a higher female response rate from site A over female 
from site B. The researcher cannot determine why this is the case from the data that was 
collected and compared to the demographic information from both sites. There was a higher 
level of response for the use of mobile phones from site A over site B. One potential 
explanation for this could be that students from site B have a variety of mobile devices, 
because they come from a higher income area, and they login using those different devices and 
their mobile phone. The next major difference was the higher level of Instagram users at site A 
over site B. The researcher cannot find a simple explanation of this, as this might just be a 
preference for this social media platform over the others. The last major difference in the data 
was the higher level of login frequency from site A over site B. Again, the researcher cannot 
come to a simple answer why this is.
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4.3.2 Faculty
4.3.2.1 Age and Demographics
In looking at the research data that was collected from the faculty at both sites, the results 
showed that the high percentage average age range was 40-49, female, and white. The 
following is a chart showing the ethnicity of the faculty:
Figure 4.12 Faculty ethnicity from both research sites.
As showed from the results above, the primary race of faculty is white. It is precisely unclear to
the researcher why this is, whether it is because of hiring practices, educational opportunities 
that were afforded this faculty, or something else. The faculty responses for gender are found in
the graph below:
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Figure 4.13 Faculty gender
Both sites showed that there is more female faculty then male. It is unclear to the researcher 
why this is.
4.3.2.2 Mobile Device
When asked which mobile device they use, participants from both sites showed that they use 
mobile devices the most:
Figure 4.14 Reports on the mobile device faculty prefer.
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This supports the fact that mobile phones are very prevalent in the online learning community 
and faculty use them as much as students to access their online learning content. The 
ubiquitous nature of mobile phones is also being leveraged here, and probably more so now 
during the COVID-19 pandemic where there is very little if no classroom experience. 
When asked about their perceptions of data security on their mobile devices, faculty from 
both sites responded and the results are seen below in figure 4.15:
Figure 4.15 Informs the perception of security that faculty users have.
From a data security perception standpoint, most faculty taking part showed that they felt their 
mobile learning experience was mostly secure, but short of very secure, which had the second 
smallest response rate. The level of discrepancy here could be accounted for in saying that the 
question is relative as to the individual, and the response choices such as very secure, secure, 
and mostly secure, etc… are not precise. This is a qualitative question that is difficult to affix 
an exact number to in terms of perceptive level of security.
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When asked about which social media applications that participants have installed on their 
mobile devices, the results came back as:
Figure 4.16 Shows which social media applications the faculty group has installed.
Compared to the student group, the faculty also had Facebook and Instagram installed, but 
many also have LinkedIn installed. This suggests that the type of social media that faculty has 
installed varies from that of the social media applications the student participants have 
installed. Using LinkedIn is more for professionals and people that are in the workplace (or 
entering). 
The next question for the faculty group was if they have ever had their data compromised 
on their mobile device. 
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Figure 4.17 Reports if faculty members have had their data compromised.
Faculty from both sites responded that they have not had their data compromised. This might 
be the case, however, it is difficult to tell when your data is compromised because it is done in 
a very stealthily.
4.3.2.3 Wireless Network
The data from the faculty group’s responses to the use of a virtual private network when 
connecting to their mobile learning content and the responses showed that they believed that 
they were working in a safe environment came back as stated in figure 4.18 below:
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Figure 4.18 Shows if the faculty group is using a virtual private network to connect to their
mobile learning content.
Using a virtual private network provides a level of data security that can help to prevent 
unauthorized capture of data. A VPN is software that encrypts data between a device 
(computer, phone, tablet, notebook, etc…) and wherever it is connecting to. This encryption is 
very valuable to help ensure that data that is being exchanged is secured from unauthorized 
view and analysis.
Participants were asked if they connected to unsecured Wi-Fi networks:
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Figure 4.19 Responses showing that most faculty members do not connect to unsecured Wi-Fi
networks.
Most respondents from both sites showed that they do not connect to unsecured Wi-Fi, showing
that they are working in a more secure mobile computing environment. Again, both research 
sites do not have a secured Wi-Fi network, so these participants either do not know that they 
are connecting to an unsecured Wi-Fi network or they are looking at the padlock icon in the 
upper left-hand corner of the browser on their mobile device and think it means the Wi-Fi is 
secured, when it is the SSL/TLS encryption padlock they are seeing. It would be worthwhile 
for someone from both research sites, probably from the Information Technology department, 
to clarify what their level of security is and what is and isn’t available to all of their users so 
they have a clear understanding as to the level of security that exists at both sites. In doing so, 
users can make more informed decisions as to if they should connect to the sites Wi-Fi 
networks, how they should connect, and if they are going to connect to any secure sites such as 
their learning management system.
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4.3.2.4 Learning Management System
The following chart shows that the duration of time of online sessions that participants in this 
group used amounted to over one hour logged into their course(s).
Figure 4.20 Reports on the duration of a mobile learning session for faculty from both sites.
Compared to the students’ group, this also shows that the use of mobile devices in learning is 
becoming prevalent and not something just for a quick and short login session. The high 
discrepancy of site A faculty logging in for over 1 hour versus site B faculty logging in for over
one hour could either be explained because site B users use a different mobile device, such as a 
notebook or tablet, or purely the fact that the faculty at site A just spend more time logged in 
per session than faculty at site B.
As showed by the next question and shown in figure 4.21, participants in this group also 
responded that they log in to their online learning more than once per day using their mobile 
device.
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Figure 4.21 Informing on the frequency of login sessions per day for faculty into their mobile
learning content.
The ubiquitous nature of mobile learning appears to lend its value to these two indicators 
because without the portability and wireless connectivity nature of the mobile device, the users 
would have to log in to their learning content via a wired connection which might modify the 
above two charts. If any user who only had access to their online learning content via a desktop
computer, that limits the location and potential amount of time that a user could be logged in. 
When unbound from a desktop computer through the use of a mobile device such as a phone, 
the location where a user can login to their online learning content is only limited by the ability 
to the Internet and maintain battery power.
4.3.2.5 Computer Network
Again, as found similarly in the student survey data collection, the faculty are also mostly 
unaware that when they are on campus at their respective sites; they are connecting to an 
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unsecured Wi-Fi network. The security lock icon they see in their upper left-hand corner of 
their browser is coming from the SSL/TLS encryption that is provided through the learning 
management system and/or the computer network itself, and not the Wi-Fi network at either 
research site as those are open and unsecured networks as showed by the computer network 
administrators from both sites, described further below in their respective sections.
4.3.2.6 Security Awareness Training
Faculty participants were also asked if they have ever had security awareness training:
Figure 4.22 Showing the levels of faculty who have received security awareness training.
Most of faculty from site A showed no, while the majority from site B showed yes. This would 
show the possibility that site A is not providing security awareness training for faculty and site 
B is. The reason for the differences are interesting because both sites provide security 
awareness training for their users. Maybe the faculty at site A didn’t take the training by choice 
or were not required to take it, while the users at site B took the training or were required to 
take it.
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4.3.2.7 Recommendations from Faculty for Security Awareness Training Improvements
When faculty participants were asked to provide some comments on what would make for 
more engaging security awareness training. The top responses included:
1. “More practical experiences less fear.”
2. “Be offered more often.”
3. “Provide tips on how to avoid being hacked.”
4. “Make it a topic more often, in small bites.”
5. “Maybe a short video.”
These answers show that users want to have more security awareness training and they offer 
good ideas such as providing information in small amounts, various topics, and having training 
more often. They recommend the availability of certain types of training along with having it in
small pieces could be supported through brief online training sessions via a mobile device.
4.3.2.8 Faculty Participant Group Synopsis
In the Faculty group, the average age range is 60+ for site A and 40-49 for site B, the gender is 
female (63% of participants), the ethnicity is white (75% of participants), participants do not 
connect to unsecured Wi-Fi and use a mobile phone, site A users use a tablet to teach where site
B users have an even split between mobile phone and tablet. Participants at site A perceive their
data security as being mostly secure and participants at site B perceive their data security as 
being secure, participants at both sites are both concerned about security. Participants at both 
sites feel their mobile device(s) are secure enough to have a secure mobile online learning 
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experience. Participants at both sites have social media applications installed on their mobile 
devices with the majority using Facebook, Instagram, and LinkedIn. 
The majority at both sites use Blackboard and log in to their courses between 10AM and 
2PM and more than once per day. Participants at both sites spend over one hour logged in to 
their online course(s). Participants at site A access one course where at site B access over three 
courses. This supports the fact that faculty is probably using their mobile devices more 
frequently now with the COVID-19 pandemic and having to support their students online. Most
faculty respondents claimed that they have never had their data comprised and do not use a 
virtual private network on their mobile device to access their learning management system. 
Participants from site A have not received security awareness training where those from site B 
have as a high percentage answer.
Discrepancies in the faculty group data include the high-percentage of Afro-American and 
Latino faculty at site A versus site B. This could be explained from the geographic and 
demographic location of these two sites. Second is the perception of security from the faculty, 
which could be explained as a relative perception based on people who are not security experts 
or trained in the field. The variances in the social media installed in comparison to those of 
students can be explained in saying that LinkedIn is a platform for people who are in business, 
where students aren’t in jobs where they would have a higher tendency to use that yet. There 
was a higher percentage of faculty from site A indicating they do not use a VPN versus those at 
site B. The researcher cannot come to a logical conclusion why this is. There is a high variance 
in faculty at site A who showed they spend 1 hour or more logged into their online courses over
faculty at site B. This might be because of the choice of device to login to the learning 
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management system, or it just might be that faculty at site A spends more time logged in than 
those at site B on a per session basis. Last, there was a discrepancy in faculty who responded 
yes or no to security awareness training. This could be because either the training(for both 
sites) was not required, and they chose not to take it, or the training was required and they took 
it. 
4.3.3 Learning Management Administrators
4.3.3.1 Administrator Background
The learning management system administrators from both sites responded, one from each site.
Both participants showed that they had over ten years of experience managing a learning 
management system, they manage Blackboard at their respective site, and their current learning
management systems both have over 2,500 active users comprising students, faculty, and staff. 
This is a significant amount of users, and precautions of many different types must be taken to 
ensure that the learning management system is secure and that any potential problems or 
security risks are mitigated.
4.3.3.2 Learning Management System Security
When asked a set of questions regarding what steps they took to secure their learning 
management system, the results came back showing:
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Figure 4.23 Shows which precautions and steps learning management administrators at both
sites used to secure their learning management system.
Both participants responded that they perform backups but did not respond to the follow-up 
question of how frequently. Both sites responded with the data they backup:
Figure 4.24 Showing the data that the learning management administrators backup at each
research site.
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Site A did not dhow that they backup user data because they answered below this question that 
this is done on the learning management system side, as part of their contracted service. Both 
sites showed they backup course data, which is in keeping with security and data protection 
best practices.
4.3.3.3 User Training
Both sites learning management administrators showed that they require users to change their 
passwords, but both participants did not respond how frequently. This non-response is more 
than likely to protect certain security aspects of their systems, which is understandable. Both 
sites showed that they provide security awareness training for both students and faculty, with 
only site B showing in a follow-up question that they provide this once in twelve months.
4.3.3.4 FERPA or PII Violations
Both sites A & B responded that they did not have a FERPA or PII violation of student data 
being disclosed. Last, both sites responded to the following questions regarding ways to help 
create a more secure mobile learning environment:
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Figure 4.25 Which relates how the learning management system administrators from both sites
would recommend how to create a more secure mobile learning environment.
4.3.3.5 Recommendations from Learning Management System Administrators for 
Security Awareness Training Improvements
Both sites A & B showed that regular computer security training would be valuable, while site 
B
showed that learning management system enhancements and Wi-Fi enhancements would also 
be of value.
4.3.4 Computer Network Administrators
The questions that were asked of the computer network administrators group were designed to 
determine a few key points such as how their Wi-Fi networks are secured, if at all, backups, 
aspects of mobile devices, and user security awareness training.
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4.3.4.1 Wi-Fi Network
Regarding the computer network administrator group, both sites showed that they have a Wi-Fi
network available for their users and both sites do not use encryption on that Wi-Fi system, nor 
a password to join it for which they both indicated ease of access in not having to use a 
password to join the Wi-Fi. Both sites also showed that they have their Wi-Fi setup on its own 
subnet, which supports secure network design best practices. Site A showed that “Wifi runs on 
its own vlan.” where a VLAN is a virtual local area network, a very secure way of dividing a 
network and site B showed that “Network isolation/segmentation is a best practice.”.
4.3.4.2 Learning Management System
The next question asked both sites if they have their learning management system server on a 
separate secure server and site A showed yes where site B showed no. Site A responded to this 
with “It is a hosted environment to ensure maintenance and uptime.” and site B responded with
“Hosted platform.”. This means that their learning management system, Blackboard, is a hosted
service and most of the actual Blackboard learning management system resides on 
Blackboard’s servers, not at site A or site B’s servers as with most contracted learning 
management systems.  Both sites showed that they apply learning management system updates 
regularly.
4.3.4.3 Security
Both sites were asked if they required users to register their mobile devices, and both sites 
responded no. When asked why or why not, site A responded “For ease of use.” and site B 
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responded, “Infrastructure investment has not been deemed a requirement.”. When asked about 
an incident regarding FERPA or PII violation, site A showed no, while site B showed yes, but 
unrelated to mobile learning where an instructor published a spreadsheet with student PII on it. 
Two-factor authentication is not employed at either site, which shows a slightly lower level of 
authentication security.
4.3.4.4 Security Awareness Training
To the question of providing computer security awareness training to students, both sites 
showed no. Site A noted “Unaware of any general training during student orientation.” while 
Site B remarked that “I am not certain if students receive training related to this.”. When both 
sites were asked if they provided computer security awareness training for faculty & staff, they 
both showed yes, and that training includes mobile device security concepts. In the follow-up 
question as to describe why, site A replied, “To minimize unsanctioned credential release.” 
where site B responded “For the benefit of staff and the College.”.
4.3.4.5 Recommendations from Computer Network Administrators for Security 
Awareness Training Improvements
Last, site A showed no specific improvement recommendations to help secure their system, 
where site B showed the regular delivery of computer security awareness training for users.
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4.4 Correlating Survey Results to the Five Elements of Mobile Learning Theory
Regarding the Five Elements of Mobile Learning theory, the results from this study can be 
correlated directly into each element to help provide a deeper understanding of what is and is 
not occurring in relation to security within the research sites mobile learning platform. 
4.4.1 Mobile Devices
From the results, the users’ group seems to feel that overall their devices are secure enough 
to take part in a secure mobile learning environment. Using mobile phones is the preferred 
method of accessing learning content according to the users in this study. They are using them 
multiple times per day to access over three courses on average, for login sessions lasting over 
one hour. The current COVID-19 pandemic is more than likely contributing to a much greater 
use of mobile devices from both user groups, as many users find the use of mobile devices very
convenient due to its ubiquitous nature.
The learning management system and computer network administrators are not requiring 
users of their Wi-Fi and learning management systems to register their mobile devices. This 
might be a detriment to the overall security of the network, but is a choice that is made by 
someone or some group at these two research sites. In addition, by not requiring the use of two-
factor authentication might also contribute to a state of security in the mobile session that might
otherwise be possible if it were enabled.
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4.4.2 Users
For the student group, what this means from a security perspective in a mobile learning 
environment is that they feel their mobile devices are secure enough to use it for a mobile 
learning experience. Even though they have not received security awareness training, they are 
aware enough to not connect to unsecured Wi-Fi networks to access it, based on what they 
know. This lack of training but overall general awareness does not mean that these participants 
won’t have a security issue within their mobile learning experience, as it could still happen. 
With the presence of social media applications on many students’ mobile devices, that may 
present a security risk to have user data taken from their mobile devices, which students say 
has not happened yet to their knowledge.
For the faculty group, what this means in terms of their results contributions to the Users 
element in the Five Elements of a Mobile Learning Platform is that they have an awareness of 
security in a mobile learning platform and have concern, do not connect to unsecured Wi-Fi 
networks, and feel their devices are secure enough for a mobile learning experience. Even 
though most of this group do not use a virtual private network to connect to their learning 
content, they 100% returned results that showed they have never had their data stolen. The 
training that site B users contributes to a higher level of awareness and potential precaution for 
working with their mobile devices for learning, where site A users lack of security awareness 
training might lead to security issues happening within their mobile learning experiences. The 
types of social media applications they have installed on their mobile devices vary just slightly 
from those of student users, in that more faculty have LinkedIn installed, and any of these 
applications could collect data that users are unaware of happening.
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4.4.3 Learning Management Systems
The analysis of the learning management system administrator participant group is that 
Blackboard is used at both sites and has been managed by someone for over ten years at both 
sites. One participant managed other learning management systems while the other did not. 
Both sites have more than 2,500 users comprising students, faculty, and staff. They maintain 
security through backups of user and course data, password changes, security awareness 
training. That training occurs once per year, which includes mobile device security concepts, 
encryption, disabling inactive user accounts and applying updates. Users do not have to register
their mobile devices.
The computer network administrator group analysis provides information that shows 
unencrypted Wi-Fi is available for users, their Wi-Fi networks exist on its own subnet. They 
provide security awareness training for students once per year at both sites, and it includes 
mobile device security concepts. They do not require mobile devices to be registered to either 
sites network. Site A showed they have had no FERPA or PII violations where site B did. Both 
sites learning management systems are hosted via a contracted provider, namely Blackboard. 
Site A has their learning management system on a separate secure server and subnet where site 
B does not. Two-factor authentication is not required at either site, updates are applied 
regularly to their computers. Site B showed that computer security awareness training that 
occurred regularly would contribute to a more secure mobile learning environment.
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4.4.4 Wi-Fi Networks
Regarding how this applies to the Five Elements of Mobile Learning Theory, computer 
network administrators are offering an unsecured Wi-Fi network that does not require a 
password to logon to. This is for ease of use by the user, as showed by the computer network 
administrators. Both research sites do not require the registration of mobile devices to access 
their Wi-Fi and/or their mobile learning platform. Both sites do put their Wi-Fi systems on their
own secure subnet, which is a best practice in computer network design and security. Running 
an open and unsecured Wi-Fi network is a risk that must be calculated into the overall network 
security plan and what the intended purpose of the Wi-Fi network is and who it serves.
4.4.5 Computer Networks
Computer networks at both sites seem to be generally secure. Both use subnets, which are a 
means of isolating a part of a network from other parts of a network to help enhance security. 
Both sites showed that they make regular backups, which is highly important in any computing 
environment. Both site administrators also showed that they regularly apply security updates 
and patches to their computers, which is also a security best practice.
The security awareness training that is provided at both research sites helps to support the 
users in making sure they are aware of what security threats are and how to act in a more 
secure manner in a mobile learning environment, as both sites showed their security awareness 
training includes topics




The purpose of this dissertation was to find an answer to the following research question:
How can users, mobile devices,  wireless networks, learning management systems, and 
computer networks support a secure mobile learning environment?
What the researcher discovered from all five of the above categories in the research question, is 
that there are security procedures and practices currently in place at both research sites, however,
there are places that have room for improvement. This chapter will focus on the importance of 
this research, limitations, application of the results from this study in answering the six 
hypothesis questions asked at the beginning of this dissertation, contributions to the field, and 
future works in this field. The six hypothesis questions are:
1. Learners have often not received security awareness training regarding a mobile learning 
environment.
2. Mobile devices are unprotected and can present risk in terms of data security and privacy.
3. Wireless networks are mostly open and unsecured, not requiring the use of encryption or a 
VPN during a mobile learning session.
4. Learning management systems are secured and encrypted, protecting user and course data, 
though often they are not.
5. Computer networks are/can be secure, except for hosted Wi-Fi networks which are frequently
open and unsecured unless requiring a pre-shared password to connect to them.
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6. Applications that exist on mobile devices collect information from those devices that may 
include PII or FERPA protected information.
5.2 Findings
The findings of the research presented here are that it helps to shed light and determine the level 
of security in a mobile learning environment that exists in both research sites from this study. 
Finding 1: Security awareness training for all users.
Through the data that was collected, it was determined that there is a need for more regular and 
comprehensive security awareness training for all users. The importance of security awareness 
training cannot be understated or downplayed, because it is people who create the biggest threat 
to security in any computer system or device. The participants in this study showed that mobile 
devices play a very important role in their interactions with their mobile learning content and 
they used them regularly to do so.
Finding 2: Wi-Fi networks security and password requirements.
The importance of using a virtual private network for users is even more crucial to help 
ensure data security, because the Wi-Fi networks at the research sites in this study both showed 
that they are running an open Wi-Fi network with no security or password requirements. This 
shows that there is a potential attack point in their network via their unsecured Wi-Fi network. It 
was shown by the computer network administrators that this was done to enable ease of access 
for users to join the network. This is a trade-off that is made from an administration end at both 
sites, in that they had an open and unsecured Wi-Fi network but could have a secured one 
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through the requirement(s) of either a Wi-Fi network password and/or the use of encryption on 
the Wi-Fi side or the user side via a requirement to use a VPN.
Finding 3: Mobile learning environments are becoming ubiquitous with consequences for 
security.
Another finding that emerged is that mobile learning environments have become 
ubiquitous, underscoring the importance of having a secure learning management system and 
computer network for maintaining security in a mobile learning environment. This is because of 
the data that passes through and is stored in these systems, mostly or all FERPA or PII protected.
5.3 Limitations
The findings of this study revealed some potential limitations. These limitations include the 
actual amount and type of information that social media collects. It is not completely known 
exactly what specific data social media applications collect, such as Facebook and Instagram. 
Without knowing exactly what data any social media application is collecting, it becomes 
difficult to determine exactly how to configure security on a mobile device. 
Knowing how mobile devices are secured, if at all, has a significant impact on the overall
effectiveness of the security in a mobile learning environment since that is the primary device by 
which users in this study are accessing their learning content. Other limits include how Wi-Fi 
networks, learning management systems, and computer networks are exactly secured. Knowing 
the details of how these systems are secured would jeopardize the security of these networks, so 
it is understandable that the learning management system and computer network administrators 
in this survey did not answer some survey questions they were asked.
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5.4 Application of Results in Answering the Hypotheses
The following are the original hypothesis questions that appear in Chapter 1 of this 
Dissertation.
1. Learners have often not received security awareness training regarding a mobile learning 
environment.
Although most of learners at both sites showed they have not received security awareness 
training regarding mobile learning, a small number did. Those that received training can operate 
in a more secure manner. The findings from the faculty showed a higher level of participants in 
that group as compared to the student group, received security awareness training, but the 
majority responded they did not. This is interesting in that the learning management system 
administrators and computer network administrators from both sites showed they provide 
security awareness training for students, faculty, and staff at least once per year. There is no clear
sign why the students and faculty would have such low positive response rates as to receiving 
security awareness training, as these administrator groups showed it is being offered once per 
year. Given the level on confidence displayed by both students and faculty at both sites about the 
safety of using mobile devices and/or ignorance about security issues, the participation in the 
training offered might not seem necessary.
2. Mobile devices are unprotected and can present risk in terms of data security and privacy.
     Both sets of participants, students and faculty responded that they feel their mobile devices 
are secure enough to take part in a secure mobile learning session. Many showed that they had a 
data breech from their mobile devices. Without performing some technical analysis on each 
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individual mobile device, it is very difficult to determine if the participants from these groups 
have mobile devices that are secure enough to take part in a secure mobile learning experience.
3. Wireless networks are mostly open and unsecured, not requiring the use of encryption or a 
virtual private network during a mobile learning session.
     The researcher found this to be 100% true at both research sites. The computer network 
administrators from both sites A & B responded that their Wi-Fi network is open and does not 
require the use of encryption or a virtual private network during a mobile learning session. They 
also confirmed that two-factor authentication and mobile device registration are not requirements
for a user to have their mobile devices to join their network. Using a closed network that requires
device registration, virtual private network, and two-factor authentication could enhance the 
security of any network, especially these. The reason that the computer network administrators 
showed they do not use some of these features is because it makes joining the Wi-Fi network 
much easier for users.
4. Learning management systems should be secured and encrypted, protecting user and
course data, though often they are not.
     As confirmed by both learning management system administrators from both 
research sites, the course and user data is secured and encrypted. Site A responded that 
they do backup course data, but did not respond how frequently. Site B responded that 
they do backup user and course data in their learning management system and also did 
not show how frequently they did so. Having regular backups of both user and course 
data is important to maintain continuity and resilience in case of a catastrophic event, 
such as a system crash or a ransomware event where the data is locked up and held for 
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ransom. Both sites indicated that they require their users to change their password for 
their learning management system account, but didn’t show how frequently that they 
required it. Requiring users to change their passwords regularly is a security best 
practice and something that many organizations require for their systems.
5. Computer networks are/can be secure, except for hosted Wi-Fi networks which are frequently 
open and unsecured unless requiring a pre-shared password to connect to them.
     Based on the information the computer network administrators provided in this research, the 
computer networks at both site A and site B are secured. Both sites showed that they have their 
Wi-Fi networks open, meaning not requiring a password. However, they have their Wi-Fi 
networks setup on independent subnets, which is keeping in line with security best practices. A 
subnet is an area of the network that is divided out from the rest of the network by various means
that are very technical and sophisticated, too deep to discuss here in a brief format. The computer
network administrators indicated that the computer security awareness training that was provided
to users includes mobile device security concepts, which helps to enforce the basic concepts of 
security. 
     Both sites responded to the question about having their learning management system server 
setup on its own separate secure server and where site A showed yes, site B showed no. 
Blackboard is a hosted environment, meaning it is a contracted service, and it is kept on 
Blackboards severs. Where site A indicated yes, they may have been referring to a subnet that 
they have setup to have an internal server that connects directly to the Blackboard server. Again, 
having a setup with a subnet is a security best practice and is highly recommended to maintain 
security within a network. 
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6. Applications that exist on mobile devices collect information from those devices that may 
include PII or FERPA protected information.
     The user participant groups in this study, including students, faculty, and staff showed that 
they had many social media applications installed on their mobile devices. The most popular 
were Facebook, Instagram, and LinkedIn. When the participants at both sites were asked if they 
ever had their data stolen from their mobile devices, over 100 answered no. This can be difficult 
to tell, however, because a lot of social media applications collect data that appears in their 
Terms of Service agreements and require users to allow the social media application access to 
collect information from the mobile devices microphone, photos, and other storage locations.
5.5 Recommendations
What these findings show for the field is that the use of mobile devices in the online learning 
environment is a popular means of accessing learning content for students, faculty, and staff. 
Students and faculty are using their mobile phones to access their learning content on the 
highest percentage basis of any mobile device. This shows that these groups like to access their 
learning content on the go from anywhere, anytime, which is the concept of ubiquitous 
learning. Users are accessing courses all times of day and night, over one course, more than 
once per day.
Computer security awareness training is not offered enough as showed through these 
surveys, and many participant groups here showed that this should be increased. Wi-Fi 
networks are not secured to require a password, encryption, or two-factor authentication, all of 
which could increase security in a broad sense. Learning management system course data is 
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backed up and backups occur, which lends itself to best practices. In terms of network design, 
the use of VLAN’s and subnets support secure network design best practices from an industry 
standard.
The learner is a critical part of the mobile learning process and is a critical factor in the 
security of a mobile learning environment. Users can be one of the biggest threats to any 
computing device or system. “...many mobile phone owners take mobile security lightly and 
don’t practice security countermeasures at all, which gives cybercriminals more incentive to 
attack mobile phones.” (Yuan et al., 2016, p. 14). Because there are so many things to consider 
when operating a mobile device such as authentication, security best practices, how to run 
antivirus on a mobile phone, phishing and virus attack awareness and prevention, and also best 
practices in where and how to connect to the Internet and resources, user training is highly 
recommended by many experts.
As noted in the work by Yuan et al. “User training and awareness to reduce insecure 
physical security practices.” (Yuan et al., 2016, p. 17), and these physical security practices can
include training to the user that makes them aware of the dangers in losing their mobile device, 
securing their mobile device to require authentication prior to gaining access to the device, and 
the use of encryption of the mobile device to ensure the contents are secure if an unauthorized 
user gains access to it. The means to mitigate these threats from the learner side is to provide 
security awareness training to users, require encryption of the device data, and also create a 
policy from the network end that requires users to use multi-factor authentication, which could 
include a randomly generated passcode or biometrics.
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The mobile device is a large target open to many types of security threats. “Mobile devices 
such as laptops, PDA’s, and cell phones have become essential tools for enterprise productivity,
but they are in fact significantly more vulnerable to attack than desktop computers.” (Friedman 
& Hoffman, 2008, p. 159). Threats can include the loss of theft of the device, infection from a 
virus or malware, or a direct attack by a hacker. Other potential threats include Wi-Fi 
communication interception by an unauthorized party, a malicious insider threat, or the 
violation of user policies that are established by the organization offering the learning and 
allowing users to gain access to their network for learning.
The unsecured mobile device can be made to be more secure through preventative measures
such as requiring the use of a VPN for learning sessions, required encryption, and personal 
firewalls. “Personal firewalls block network traffic from using unnecessary ports, and restrict 
the type of protocols on ports that are in use.” (Friedman & Hoffman, 2008, p. 170) Other 
means include education, content and spam filtering, backup and recovery and identity and 
access management controls. Regarding identity and access management controls, “These limit
access to network segments and applications to specific users or user groups.” (Friedman & 
Hoffman, 2008, p. 174) This translates into a mobile learning environment through 
implementation by which learning management administrators and/or computer network 
administrators can enforce a set of policies based on user roles and course access which limits 
their access to a specific course, Wi-Fi network segment, or part of a learning management 
system.
The Wi-Fi connection is a highly critical portion of the mobile learning environment and it 
must be configured in a way that it allows for learners to access their learning content while 
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maintaining a secure posture. “These communications systems are susceptible to 
eavesdropping, which places sensitive information transmitted at risk of compromise. Man-in-
the-middle attacks may also be performed to intercept and modify communications.” 
(Souppaya & Scarfone, 2013, p. 4) If an academic institution were to offer free Wi-Fi access 
for their students to gain access to their learning content, which many do, they must be secured 
in a way that prevents the attacks as noted in the previous quote. This can be achieved through 
mobile device registration at the academic institution, the use of a secure password that is not 
made available to the public, and requires the use of a VPN.
Another set of considerations for securing a Wi-Fi network include “Limit or prevent access
to enterprise services based on the mobile device’s operating system version (including whether
the device has been rooted/jailbroken), vendor/brand, model, or mobile device management 
software client version (if applicable).” (Souppaya & Scarfone, 2013, p. 8). What this means is 
that an organization can decide that only certain mobile devices are allowed on their Wi-Fi 
network that have a particular type of operating system, such as a particular version of Apple 
iOS or Andriod, so that older versions that may be more susceptible to weaker security 
configurations can be disallowed into their Wi-Fi network.
The learning management system must be made secure in terms of user identity and access 
controls and also protecting the servers that provide access and content, along with the 
databases that store user and course information. “The m-learning server comprises different 
servers that connect the m-learning mobile devices with database servers such as the 
application server and web server.” (Shonola & Joy, 2014, p. 3335) These servers include an 
app server which acts as the gateway between the learning management system and mobile 
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devices, and handles the access requests from Wi-Fi or WAP. The web server will then process 
any requests by mobile devices to the required learning content. There is also a database server 
which holds all the user information such as usernames, passwords, and other data such as 
student records, PII, and metadata which might qualify as FERPA protected.
Protecting the learning management system can include protecting the learning management
system servers both at a physical level by restricting access to the actual servers themselves, to 
ensuring that the servers are up-to-date with the most current updates to the host operating 
system, host hardware and firmware, and the learning management system itself. The learning 
management system administrator must also ensure that only authorized users enter the system 
as it can lead to “..unauthorised penetration into a university network and using m-learning 
resources by unauthorised persons pretending to be real learners and lecturers...” (Shonola & 
Joy, 2014, p. 3336) This is a very real possibility that can lead to the theft, alteration, or 
falsification of learning material, records, or measured assessment attempts such as tests or 
quizzes.
The computer network that hosts the Wi-Fi, the learning management system, and possibly 
any databases that contain student information must also be configured to be secure as well to 
realize the potential of a secure mobile learning environment. These computer networks can be 
subject to attack if they are compromised via an unauthorized user who gains access through an
open Wi-Fi network that this computer network hosts. This unauthorized user then pivots into 
the computer network and can glean various information about the network including security 
configurations, IP addresses of various network servers and components, and possibly gain 
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access to information that is contained in files, folders, and directories that should be secured 
but isn’t.
In networks such as the ones described above where users bring their own device 
(BYOD), it can be very dangerous if a computer network is not configured correctly to support 
security. One means of securing various software on a network would be to run “…the 
organization’s software in a secure, isolated sandbox/secure container on the mobile device or 
using device integrity scanning applications”. (Souppaya & Scarfone, 2013, p. 4). In this way, 
the software portion of what the mobile device needs to access in relation to the learning content 
is offloaded onto the device into a secured container which could imply the use of encryption, 
and therefore reducing what the computer network and the learning management system needs to
host and provide to mobile device users. This winds up being a benefit in three of the five 
elements in the Five Elements of a Mobile Learning Environment, in that it overlays into the 
mobile device, the learning management system, and the computer network.
5.6 Future Research
Recommendations for future research into the field of security in a mobile learning environment 
can be analyzed by looking at the elements that exist in the Five Elements of a Mobile Learning 
Environment, along with social media.
5.6.1 Users
In terms of what should be investigated in the future regarding users, it should include training 
first and foremost. As stated throughout this dissertation, security awareness training should not 
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be undervalued or neglected as a component that helps to ensure security within a mobile 
learning environment. What should be investigated include:
1. How can users be trained more effectively in security awareness?
2. How frequently should users be trained in security awareness?
3. What level of security should the user be responsible for on their mobile device(s)?
It is from each of these three questions that future research in the user element should be 
conducted because these are the subjects most in need–training and configuring mobile device 
security. The recommendations for answering these four areas include:
1. Investigate the use of mobile devices for delivery of security awareness training.
2. Conduct further research into the frequency versus the effectiveness of security 
awareness training on users.
3. Conduct further research into what security controls the user actually can configure on 
their mobile device(s) that contribute to a secure mobile learning environment.
5.6.2 Mobile Device
The mobile device presents challenges because it is the device that users interact with to access 
their learning content. Any lack of security or training that relates to the mobile device can cause 
a void in the security, allowing for something to happen that could result in a negative 
consequence. The following are identified as being the key areas for future research in mobile 
devices:
1. How can mobile devices be made to be more secure by the user?
2. How can mobile devices be made more secure by the computer network they connect to?
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3. How can mobile devices protect FERPA and PII data it contains from social media 
illegally collecting it?
These three areas for future research concentrate on how the user can configure their device to 
make it more secure, if the mobile device could be made more secure through the computer 
network it connects to, and how to protect FERPA and PII data on the mobile devices themselves
especially from social media collecting it. 
1. Conduct further research into mobile device security from the user side.
2. Conduct further research into mobile device security from the network side.
3. Conduct research into how social media applications actually collect information from 
mobile devices and find a solution to ensure data security on mobile devices.
Future research efforts into the security of mobile devices should focus on making it easier for 
users to secure them. This has been a long-standing problem because it is difficult to make 
mobile device security settings easy enough for the average user to configure, and also how to 
train them to do so effectively. Ensuring that the mobile device is made more secure to the 
computer network it connects to is a worthwhile investigation topic, as the use of mobile device 
management software may aide in that goal, but it may not be the total solution. Last, figuring 
out how to protect FERPA and/or PII protected data from being illegally collected by social 
media is of enormous concern.
5.6.3 Wireless Networks
Wireless networks are a critical part of the mobile learning environment, and therefore security 
must play a part in that role. It is understandable that institutions and organizations may want to 
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have an unsecured wireless network, so the future research should be conducted to answer the 
following questions:
1. How can wireless networks be made more secure but yet easy for users to connect to?
2. What level of security should wireless networks maintain to help contribute to a more 
secure mobile learning environment?
Further investigation may show how a wireless network can be secure yet easy for users to 
connect. This has been a challenge for many computer network administrators, and the solution 
could prove valuable to many in the field. The second research question should focus on what 
level of security wireless networks should have to help contribute to a more secure mobile 
learning environment. If security measures are too strong, it makes it more difficult for the user 
community to connect to that wireless network. If it isn’t secure enough, then that could leave 
holes in the system, which opens up the potential for unauthorized users getting deeper into the 
system and/or taking data from users on that network. The proposed recommendations are:
1. Conduct further research into wireless network security and how mobile devices interact 
with them regarding security.
Through further research into both of these questions, it can hopefully be determined how 
devices can securely interact with wireless networks and how much security those wireless 
networks should have.
5.6.4 Learning Management Systems
Learning management systems have a lot of room for future investigation into the field of 
security, as there are a few aspects that should be explored. This includes:
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1. What level of security should learning management systems maintain to help contribute 
to a more secure mobile learning environment?
2. Should learning management systems administrators ensure that their user community is 
receiving proper security awareness training regarding their learning management 
system?
By attempting to understand the level of security the learning management system should be 
responsible for and what it contributes to a secure mobile learning environment, that will help to 
enhance the overall level of security in the mobile learning environment. In determining if the 
learning management system administrator should ensure that their user community is receiving 
proper security awareness training, then that creates a level of responsibility for the learning 
management system administrator to deliver that training and possibly help determine what that 
training contains. The recommendations for these two future research questions are:
1. Conduct further research into learning management system security and how it can be 
configured to contribute to security in a mobile learning environment.
2. Conduct further research into whether learning management system administrators 
should design and/or implement security awareness training for users.
Determining how learning management systems can be made to be more secure, along with the 
possibility of the learning management system administrator ensuring their user community 
receives security awareness training is worthwhile for future research and investigation.
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5.6.5 Computer Network
Computer networks are a key component of the mobile learning environment and there is plenty 
of room for future investigation. This can include:
1. What level of security should computer networks maintain to help contribute to a more 
secure mobile learning environment?
2. Should computer network administrators ensure that their user community is receiving 
proper security awareness training regarding their computer network and/or mobile 
devices?
Knowing what level of security a computer network needs to maintain is critical for its proper 
function and support of a mobile learning environment. Providing security awareness training to 
users regarding the computer network and/or their mobile devices might also need investigation 
whether or not the computer network administrator should be responsible for that. The 
recommendations for future research in this area include:
1. Conduct further research into computer network security and how it can be configured to 
contribute to security in a mobile learning environment.
2. Conduct further research into whether computer network administrators should design 
and/or implement security awareness training for users.
5.6.6 Social Media
Of all the categories listed in this section for future research work, this might be the most 
important of all the categories. This is because there is truly not enough information available to 
the public about what information social media collects. This is a big problem because if social 
media is collecting FERPA and PII protected data without user consent, then that could make up 
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a violation by those social media companies. Then this begs the question of who is responsible 
and must answer to those FERPA and/or PII violations if it does illegally expose protected 
students’ and/or course data? Future researchers may consider:
1. What exactly does social media collect?
2. How can mobile devices be protected from allowing social media from taking FERPA 
and/or PII data illegally?
These future research needs can be fulfilled through:
1. Conduct research on what data social media collects and how.
2. Conduct research on how mobile devices can be configured to protect from social media 
taking FERPA and/or PII data.
Table 5.1 (below) summarizes the elements, needs, and recommendations for future research:
Element Need Recommendation
Users 1. How can users be trained 
more effectively in security 
awareness?
2. How frequently should users 
be trained in security awareness?
3. What level of security should 
the user be responsible for on 
their mobile device(s)?
1. Investigate the use of mobile 
devices for delivery of security 
awareness training.
2. Conduct further research into the 
frequency versus the effectiveness 
of security awareness training on 
users.
3. Conduct further research into 
what security controls the user 
actually can configure on their 
mobile device(s) that contribute to a
secure mobile learning 
environment.
Mobile Device 1. How can mobile devices be 
made to be more secure by the 
user?
2. How can mobile devices be 
made more secure by the 
computer network they connect 
to?
1. Conduct further research into 
mobile device security from the user
side.
2. Conduct further research into 
mobile device security from the 
network side.
3. Conduct research into how social 
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3. How can mobile devices 
protect FERPA and PII data it 
contains from social media 
illegally collecting it?
media applications collect 
information from mobile devices 
and find a solution to ensure data 
security on mobile devices.
Wireless Networks 1. How can wireless networks be
made more secure but yet easy 
for users to connect to?
2. What level of security should 
wireless networks maintain to 
help contribute to a more secure 
mobile learning environment?
1. Conduct further research into 
wireless network security and how 
mobile devices interact with them 
regarding security.
Learning Management System 1. What level of security should 
learning management systems 
maintain to help contribute to a 
more secure mobile learning 
environment?
2. Should learning management 
systems administrators ensure 
that their user community are 
receiving proper security 
awareness training in regards to 
their learning management 
system?
1. Conduct further research into 
learning management system 
security and how it can be 
configured to contribute to security 
in a mobile learning environment.
2. Conduct further research into 
whether or not learning 
management system administrators 
should design and/or implement 
security awareness training for 
users.
Computer Network 1. What level of security should 
computer networks maintain to 
help contribute to a more secure 
mobile learning environment?
2. Should computer network 
administrators ensure that their 
user community are receiving 
proper security awareness 
training in regards to their 
computer network and/or mobile 
devices?
1. Conduct further research into 
computer network security and how 
it can be configured to contribute to 
security in a mobile learning 
environment.
2. Conduct further research into 
whether or not computer network 
administrators should design and/or 
implement security awareness 
training for users.
Social Media 1. What exactly does social 
media collect?
2. How can mobile devices be 
protected from allowing social 
media from taking FERPA 
and/or PII data illegally?
1. Conduct research on what data 
social media collects and how.
2. Conduct research on how mobile 
devices can be configured to protect





The conclusions that this researcher has found is that, overall, mobile devices have found their 
way into mainstream education and are a very popular means of interacting with learning 
content. This has come a long way since the initial concept of the Dynabook that Dr. Alan Kay 
conceived of in the late 1960’s, and maybe his vision has become a reality for better or for worse.
The unfortunate onslaught of the COVID-19 pandemic in 2020 has created a situation 
where many institutions have been forced into teaching online because there is too much risk of 
opening their campuses for face-to-face instruction to occur. This research confirms that many of
the participants in this study use their mobile devices, namely their mobile phones, to access 
their learning content.
There must be an increased amount of security awareness training for users. This is one area
that will never go away or decrease, as users are the single largest threat to any computing 
device and/or network. If users do not fully understand what the dangers are in using an 
unsecured mobile device, their personal information is at great risk. Anyone who has their PII 
stolen is in danger of having their identity stolen, and PII information is routinely stored on 
mobile devices. It is of high importance that users of all types (students, faculty, staff) fully 
understand that working with an unsecured mobile device presents great danger to their 
personal identity and potentially their FERPA protected information.
Mobile devices need to be configured to be more secure or have a higher level of security 
requirements from the computer networks they connect to. This might include organizations 
creating a policy for mobile devices using mobile device management software, which would 
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require every mobile device to be configured to a certain security standard. The learning 
management systems and computer networks must ensure that their systems are up-to-date with
their security patches and updates. Although this is usually an automated process for contracted
learning management systems, there are times where administrators need to apply patches 
themselves. Ensuring regular backups of user and course data is crucial to maintaining data 
integrity. Lastly, the use of anti-virus and anti-malware software can also help to ensure for a 
more secure and stable system.
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APPENDIX A: List of Questions for Students
Student Survey
Question Title
















3. What is your race?
 White or Caucasian 
 Black or African American 
 Hispanic or Latino 
 Asian or Asian American 
 American Indian or Alaska Native 
 Native Hawaiian or other Pacific Islander 
 Another race 
Question Title
4. What is your major?
 Business 
 Computer Information Systems 
 Healthcare 
Other (please specify) 
 
Question Title
5. What mobile devices do you use generally? 
 Mobile phone 
 Tablet 
Other (please specify) 
 
Question Title
6. What mobile devices do you use for accessing your learning content? 
 Mobile phone 
 Tablet 




7. Which courses have you taken using mobile devices in the last year? 
 
Question Title




9. How do you perceive data security on your mobile device(s)? 
 Very secure 
 Secure 
 Mostly secure 
 Not secure 
Explain your thinking. 
 
Question Title




Explain your thinking. 
 
Question Title










 Other (please specify) 
 
Question Title





 Other (please specify) 
 
Question Title
14. What time of day do you log into your course? 
 Between 6AM and 10AM 
 Between 10AM and 2PM 
 Between 2PM and 6PM 
 Between 6PM and 10PM 
 Between 10PM and 2AM 
 Between 2AM and 6AM 
 Other (please specify) 
 
Question Title
15. How frequently do you access your learning platform? 
 Once per week 
 Once per day 
 More than once per day 
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Other (please specify) 
 
Question Title
16. How long is your average time spent in your online course using your mobile device per 
session?
 Less than 5 minutes 
 5 to 15 minutes 
 15 to 30 minutes 
 30 to 45 minutes 
 45 minutes to 1 hour 
 More than 1 hour 
 Other (please specify) 
 
Question Title
17. Have you had your data compromised since you started using your mobile device to 




18. If so, what types of information was taken? 
 
Question Title
19. Do you use a VPN (Virtual Private Network) on your mobile device(s) when you 









 More than 3 
Other (please specify) 
 
Question Title




22. What would make for more engaging security awareness training? 
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APPENDIX B: List of Questions for Faculty
Faculty Survey
Question Title








2. What is your gender?
 Female 
 Male 
Other (please specify) 
 
Question Title






Other (please specify) 
 
Question Title
4. Do you connect to unsecured Wi-Fi networks to access your mobile learning? 
 Yes 
 No 
 Don't know/don't check 
Question Title
5. What mobile devices do you use generally?
 Mobile phone 
 Tablet 
Other (please specify) 
 
Question Title
6. What mobile devices do you use for teaching? 
 Mobile phone 
 Tablet 
Other (please specify) 
 
Question Title
7. What discipline(s) do you teach? 
 
Question Title
8. How do you perceive data security on your mobile device(s)? 
 Very secure 
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 Secure 
 Mostly secure 
 Not secure 
Explain your thinking. 
 
Question Title
9. Are you concerned about security?
 Yes 
 No 
 If not, why not? 
 
Question Title




 Explain your thinking. 
 
Question Title


















 Other (please specify and say why) 
 
Question Title
14. What time of day do you log into your course? 
 Between 6AM and 10AM 
 Between 10AM and 2PM 
 Between 2PM and 6PM 
 Between 6PM and 10PM 
 Between 10PM and 2AM 
 Between 2AM and 6AM 
 Other (please specify) 
 
Question Title
15. How frequently do you access your learning platform? 
 Once per week 
 Once per day 
 More than once per day 
Other (please specify) 
 
Question Title
16. How long is your average time spent in your online course using your mobile device per 
session?
 Less than 5 minutes 
 5 to 15 minutes 
 15 to 30 minutes 
 30 to 45 minutes 
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 45 minutes to 1 hour 
 More than 1 hour 
 Other (please specify) 
 
Question Title
17. Have you had your data compromised since you started using your mobile device to 




18. If so, what types of information was taken? 
 
Question Title
19. Do you use a VPN (Virtual Private Network) on your mobile device(s) when you 








 More than 3 




21. What would make for more engaging security awareness training?
 
Question Title








APPENDIX C: List of Questions for LMS Administrators
LMS Administrator
Question Title
1. Which learning management system do you manage?
 Canvas 
 Blackboard 
Other (please specify) 
 
Question Title
2. How long have you managed this learning management system? 
 Less than 1 year 
 1 to 3 years 
 3 to 5 years 
 5 to 9 years 
 10+ years 
Question Title










 Other (please specify) 
 
Question Title







 Please feel free to provide an amount below if not specified above. 
 
Question Title




Other (please specify) 
 
Question Title
7. What steps do you take to ensure user and learning management system security? 
 Regular backups of learning management system data 
 Requiring users to change their passwords regularly 
 Providing computer security awareness training for students 
 Providing computer security awareness training for faculty & staff 
 Requiring the use of encryption during user sessions 
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 Requiring that mobile devices be registered with your institution 
 Requiring the use of two-factor authentication 
 Auditing your system for inactive user accounts and disabling them 
 Applying learning management system updates 
Question Title
8. If you perform backups, how frequently? 
 Multiple times per day 
 Once daily 
 Twice per 7 day period 
 Three times per 7 day period 
 Four times per 7 day period 
 Five times per 7 day period 
Other (please specify) 
 
Question Title
9. What types of data do you backup?
 User data 
 Course data 
Other (please specify) 
 
Question Title
10. If you require users to change their passwords, how frequently? 
 Once every 30 days 
 Once every 60 days 
 Once every 90 days 
 Once every 120 days 
 Once every 180 days 
 Once per year 




11. If you do provide computer security awareness training for your student users, how 
frequently do you provide that in a one year time period? 
 Once in twelve months 
 Twice in twelve months 
 Three times in twelve months 
 Four times in twelve months 
 More that four times in twelve months 
Question Title





13. Regardless of your answer in the previous question, please describe why. 
 
Question Title
14. If you do provide computer security awareness training for your faculty & staff users, 
how frequently do you provide that in a one year time period? 
 Once in twelve months 
 Twice in twelve months 
 Three times in twelve months 
 Four times in twelve months 
 More than four times in twelve months 
Question Title
15. Does your computer security awareness training for faculty & staff include mobile 





16. Regardless of your answer in the previous question, please describe why. 
 
Question Title
17. What security protocol do you use to protect the Wi-Fi network that users (students, 
faculty, staff) use to access your learning management system? 
 SSL/TLS 
 None, its wide open 
Other (please specify) 
 
Question Title




19. If you do require users to register their mobile devices, which types? 
 Mobile phone 
 Tablet 
 Other 
Other (please specify) 
 
Question Title





21. Do you require two-factor authentication to verify a mobile user prior to allowing them 




22. If you do not require the use of two-factor authentication to participate in a mobile 
learning session, please describe why. 
 
Question Title





24. If you do audit your system for inactive user accounts, how frequently do you do so?
 Once every 30 days 
 Once every 60 days 
 Once every 90 days 
 Once every 180 days 
 Once per year 
 Its automated within the learning management system 
Question Title
25. Have you ever had any security incident that resulted in a FERPA or PII violation in 









27. What do you think would help to contribute to a more secure mobile learning 
environment? 
 Computer security awareness training on a regular basis for all users 
 Enhancements to your learning management system 
 Enhancements to your computer network that hosts the Wi-Fi connection 
 Other - please be specific 
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APPENDIX D: List of Questions for Computer Network Administrators
Computer Network Administrator
Question Title





2. What security protocol do you use to protect the Wi-Fi network that users (students, 
faculty, staff) use to access your learning management system? 
 SSL/TLS 
 None, its wide open 
Other (please specify) 
 
Question Title
3. Do you require users to use a password to join the Wi-Fi network when accessing their 





4. Regardless of your answer in the previous question, please describe why. 
 
Question Title





6. Regardless of your answer in the previous question, please describe why. 
 
Question Title




8. Regardless of your answer in the previous question, please describe why. 
 
Question Title
9. If you do provide computer security awareness training for your student users, how 
frequently do you provide that in a one year time period? 
 Once in twelve months 
 Twice in twelve months 
 Three times in twelve months 
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 Four times in twelve months 
 More than four times in twelve months 
Question Title





11. Regardless of your answer in the previous question, please describe why. 
 
Question Title




13. Regardless of your answer in the previous question, please describe why. 
 
Question Title
14. If you do provide computer security awareness training for your faculty & staff users, 
how frequently do you provide that in a one year time period? 
 Once in twelve months 
 Twice in twelve months 
 Three times in twelve months 
 Four times in twelve months 
 More than four times in twelve months 
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Question Title
15. Does your computer security awareness training for faculty & staff include mobile 




16. If your computer security awareness training does include mobile device security 
concepts, what topics do you include? Please describe below. 
 
Question Title
17. If your computer security awareness training does not include mobile device security 
concepts, please describe why these were not included. 
 
Question Title




19. If you do require users to register their mobile devices, which types? 
 Mobile phone 
 Tablet 
 Other 

















23. Is your learning management system a contracted service and they provide the hosting 





















28. If you do have your learning management system host server set up on its own subnet, 
please describe why. 
 
Question Title
29. If you do not have your learning management system host setup on its own subnet, 




30. Do you require two-factor authentication to verify a mobile user prior to allowing them 




31. If you do not require the use of two-factor authentication to participate in a mobile 
learning session, please describe why. 
 
Question Title








34. What do you think would help to contribute to a more secure mobile learning 
environment? 
 Computer security awareness training on a regular basis for all users 
 Enhancements to your learning management system 
 Enhancements to your computer network that hosts the Wi-Fi connection 
 Other - please be specific 
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